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Introduction

The Pistol Purchase Permit Instruction Guide is available to users that have the proper access. This
document includes instructions for how to upload permits directly into CILEADS and review validation
reports and subject to revocation reports directly from CJLEADS. No changes have been made to the
permit file format or rules for preparing your permits prior to upload.

Overview

This section outlines the steps to be taken for generating the Subject to Revocation Reports. All steps are
to be taken by the Sheriff except Step 4 which is performed by CJLEADS.

CJLEADS Pistol Purchase Permits

Work Flow Process

Step 1: Create 5-year historical permits file
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- .
— ien

Active permits
of last 5 years

Manage permits using the supplied
Permit Data Template
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Step 2: Prepare permits file for
upload
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Step 5:

e  Confirm flagged disqualification, then take
appropriate revocation action if necessary

e  Review Revocation Reports (flagged permits)
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Step 3:

Login to CILEADS

Upload the permit file
Review validation report
Apply corrections to permits
file and re-upload if needed
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Step 4: (Next business day)

CJLEADS compares permit holder data to the CILEADS database
and generates a flag for each permit/permit holder which shows
a potential disqualification based on NC pistol purchase permit
disqualification statues

CILEADS

This outline is for counties uploading permits directly

into CILEADS using the CILEADS upload function
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File Processing Steps

Create a 5-year historical permits file

The Sheriff's Office will create a spreadsheet containing their pistol purchase permit data in the format
provided to the agency. The spreadsheet should contain all active permits issued in the last five years
(5) in the county. Sheriffs are encouraged to provide as much data as they have on hand for CJLEADS to
perform the most accurate match with offenders in the database. For example, if the applicant’s previous
address is available, please include this information in the file.

Note: Five years of data is required for each upload. Each upload will overwrite the last. Example
last week you upload 1000 and this week you upload 12, The 12 file will over write the 1000. This is
not the outcome wanted.

The following guidelines should be followed for collecting and inputting pistol purchase permit data into
the spreadsheet and then preparing the spreadsheet for upload and processing:

Enter all “Active” pistol purchase permits for the past five (5) years into the Permit Data
Template worksheet.
o Active permits are permits that are unexpired, unrevoked, and issued within the last five
years. Any other permits included on this file will be ignored in this reporting process.
e Confirm that the permit worksheet Permit Status code is blank for each active permit. All permits
with a blank status code will be run against the CILEADS report program.
e Provide as much information about each permit as possible.
o Required fields: County Code, First Name, Last Name, and Issue Date plus two of the
following fields: Address, DOB, DL, SSN
e Confirm that your County Code is correct and properly entered in column “A” for each permit
displayed.
e Each permit issued should be recorded on a separate line in the spreadsheet.

If a Sheriff's Office uses a manual process to manage the pistol purchase permits, that office’s personnel
will need to manually enter the data into the Permit Data Template found in the
PPP_DATA_WORKBOOK specified below. If a Sheriff's Office uses a software application and can
export permit data into the proper format, skip to the ‘Prepare the file for upload’ step and export the file to
match the requirements described in that step.

Formats for the data fields are specified in the Data Elements worksheet (click on the Data Elements tab
at the bottom of the Excel file for details. Please note that no changes have been made to the data
elements, therefore if you are familiar with preparing your permit file for upload, you may skip to the
section named “Upload the Permit File”.

PPP_DATA_WORKBOOK.XLS file

This Excel file contains several worksheets; each with an individual tab at the bottom of the screen. The
following is an explanation for each worksheet:

e Permit Data Template - This worksheet displays a sample of how the pistol purchase permit
data should be entered into the worksheet. The sample data currently displayed should be
deleted before entering the “real” data.

Note: The column names and formats must not be altered or changed in any way. If the format
is changed, the upload file will be rejected, and the report will not be processed. Additional
information provided in the file must be in the columns to the right of defined data fields; the
CJLEADS application will ignore any additional columns during the report processing.
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Data Elements — This worksheet displays the permit data fields needed to match the permit data
against offender records within CJLEADS. The fields are also used to generate the “Subject to
Revocation” report.

County Code Table — This worksheet should be used to identify the three (3) digit county code.
The county code number should be entered into column A for each permit record stored in the
Permit Data Template. Example: Alamance County code is “000”, Clay County is “210”, Union
County is “890”, etc.

Sheriff ORI Table — This worksheet should be used to identify the ORI number assigned to each
Sheriff. Use this table to locate your ORI and include the value in the permit data where
requested.

COC Code Table — This worksheet should be used to identify the permit holder’s country of
citizenship. Use this table to locate the permit holder’s country of citizenship and include the value
in the permit data where requested.

Prepare the file for upload

After the permit information is loaded or entered in the Excel file entitted PPP_DATA WORKBOOK-v2,
must be saved from the Excel format into a comma-separated-value file (*.csv) with a specific file name

format.

Note: The sample shown below is from MS Office 2016/Excel. If you are using a different version
of Excel or a different spreadsheet program entirely, and, you are having difficulty with this step,
please contact your local IT support group for assistance in how to Save As a *.csv file.

From the Excel spreadsheet (or worksheet), click the File button to open the File menu options.

Export

Publish

Close

Account

Feedback

Options

Open
(]_\) Recent Workbooks  Folders
Pinned =
:‘3( Shared with Me Pin files you want to easily find later. Click the pin icon that appears when you hover over a file.
Today
6 OneDrive - State of North Caro... E“" |

matthew.hall@NC.GOV

Yesteri

E> Sites - State of North Carolina
@NC.GOV
=

iLJ ThispC ]
I

o= AddaPlace
x|
Browse =]
x|

This W
b

Click the Save As link to open the Save As menu.
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Ly Desktop > Projects
T @ Recent
Save CSV (Comma delimited) [*.csv) - Fo} Save
ﬁ OneDrive - State of North Caro... More options...
matthew.hall@NC.GOV
Save As
Print @ Sites - State of North Carolina Name 1 Date modified
" @NC.GOV
Share @ 910 permits_ 20180314 | CsV 1/25/2019 8:09 PM
[T Thispc
Export =
Publish +
Close
Brotlise

Account

Feedback

Options

Note: Ensure the file format is being saved as CSV (Comma delimited) (*.csv)

Select the Save In location where you want to store your file.

Type the following in the File Name field: CCC_permits_yyyymmdd.csv where ‘CCC’ is your
Sheriff Office’s county code. For example, the file name saved on 10/31/2013 for Person county
would be: 720_permits_20131031.csv

Scroll down in the Save as Type field to locate and select CSV (Comma delimited) (*.csv).

Upload the Permit File

Permits should now be uploaded directly into the CILEADS application. To perform uploads, you will
need to be an active CJLEADS user and have been given access to PPP upload rights by your agency
administrator. If you are unsure if access has been granted, please contact your CJLEADS agency
administrator to confirm.

CJLEADS

Criminal Justice Law Enforcement
Automated Data Services

CILEADS is a secure, centralized database of
comprehensive, up-to-date information about
offenders for use by state and local government
criminal justice professionals. This critical data
helps reduce risk and increases safety in our
communities.

Login to CJLEADS > |

2 4
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For new CILEADS users, log in to the CILEADS application website to begin the process of uploading
your pistol purchase permit file (.csv format file). Enter the following link into the internet browser,
https://it.nc.gov/cjleads then click the Login to CJLEADS link.

CJLEADS Login

North Carolina Application
Authentication Site

Sign in with your state assigned account

User ID

Password

Login using your NCID user id, password, and multi factor authentication (MFA) method.

PPP Uploads Menu

Main Menu

» Links

| PPP Uploads

AOC Ottense Codes
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Main Menu Upload Activity
- _ 3 of 18]
d istol Purchase Permits v
u

The permit file can be uploaded from within the PPP Uploads menu. Click on the menu to view the
upload log list. The upload log is a historical list of the permit files that have been uploaded by your
county. This is an upload log only; therefore individual permit holder data can not be viewed by clicking on
the log file.

To upload a permit file, click the Upload button to see the Open dialog. The screens to perform the
upload will be based on the type of browser used.

e Locate your permit file to complete the upload.

o After the upload ocurs, the file name of the uploaded file will display at the top of the file upload
list shown on the screen above.

e The permit file will undergo a validation process shortly after it has been uploaded. The validation
process should complete in a short amount of time, typically within a few seconds to a few
minutes depending on the number of permits uploaded.

e CJLEADS will perform several validation steps to ensure the following:

a. The uploaded file is named properly

b. All data columns within the file are present

c. Eachrecord is evaluated to determine if the permit is unexpired and contains enough
data for reporting purposes

¢ When the validation report is ready for review, you will be prompted with a screen with the option
to either open or save the report (shown in the next step).

Review the Validation Report

Open Validation Report Screen

test.cav 12372019 4:07:51 PM 0.0 KR Reiacte
Do you want to open or save PPPValidationReport.xls from cjleadstest2.ondemand.sas.com? Open Save |T Cancel

o When the validation report is ready for review, you will receive a request to open the report. One
or more screens to view the validation report will follow, depending on which browser you are
using. Click through the screens until your validation report is visible.
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Sample CJLEADS Accepted Validation Report

il - \|rlr The permit data in 000_permits_20141212.c5v has passed data element validation and has undengone w

A a

Permit Dafta Validation Report

|The;)efrni1 data in 000_permits 20141212 csv has passed data element validation and has undergone permit data validation.

1f amy valid active permits were found that D0 NOT fail permit data validation, vou will receive a Subject to Revocation Report on the next scheduled run
1f amy valid sctive permits were found that D0 fail permit data validation, they will b found on the FAILURES tab.

W3 s hown e g e

Please review the summary below 1o determine if failures or warmnings exist, and if fusther sction should be taken.

s pt
-

PASSED - 15115 permits passed permit data validation.

17 FAILED - 3 permits failed permit data validstion. These permits will NOT be processed and can be found on the FAILURES sheet.

13 If failed permits exist, please correct and upload vour complete parmits file prior to the next schaduled run.

14 WARNINGS - 3 permits produced warnings during permit data validation. These permits will be processed and can be found on the WARNINGS sheet, Thes
15

16 *Please note: Only valid active permits (meaning a blank permit status and a valid issue date within the last § vears) will be evaluated for processing.

17 -

Summary  FAILURES (3) | WARNINGS (3] [ ]

e The validation report can be saved to your preferred location.

¢ Permits that have been marked in the report as either PASSED or WARNINGS will be part of
the next revocation report generated by CILEADS.

¢ Failed permits and permits marked as WARNINGS should be reviewed and corrected on the
next permit upload file. (Marked above in yellow and blue for training only)

Permit Reports

CJLEADS provides three (3) reports for users that have been assigned either PPP View or PPP Upload
rights by their Agency Administrator.

e Permit Holder Violation Report — The purpose of this report is to display Permit holder Violation
for CHP and PPP permit holders.

e Revocation Report — The purpose of this report is to display Pistol Purchase Permit
Revocations.

e CHP Violations Report — The purpose of this report is to display offenders with an active
concealed handgun permit that have been charged or convicted of a felony or other violations.

Permit Holder Violation Report

Masn Menu The purpose of this ltpo:(u to duplay Permit Holder Violation for CHP and PPP permit holders,
Parameters
Outpast Format: WV |
County: AAANRIE \ HTML
Saarch On: ) ' HTML
) ¢

R e * POF

e Report parameters:
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o Output Format: HTML, EXCEL, and PDF.
o County: Shows the county set by your agency’s administrator. This cannot be changed.
o Search On: Issue county and address county or Issue county only.
e To generate a report, Click Run after making your report selections. The Reset Values button sets
the parameter values to default values when the Parameter screen is open.

Sample Permit Holder Violation Report

Permit Holder Violations
CHPIPPP
County: ALAMANCE
Search on : Issue County and Address County
Offender Name DOB L2 CJLEADS | Permit | Issued Address Most Recent | Most Recent | Felonies | Dw1 | miSD
Ref# Type County County Gourt Court Case
County Number
CHP ALAMANCE | ALAMANCE | ALAMANCE NO YES | NO
CHP DURHAM ALAMANCE | DURHAM YES NO | NO
CHP | ALAMANGE | ALAMANCE | ALAMANCE VES NO | MO
CHP ALAMANCE | ALAMANCE | ALAMANCE NO YES | NO
CHP WAKE ALAMANCE | WAKE YES MNO | NO

Revocation Report

Main Menu The purpose of this report is 1o display Pistol Purchase Permit Revocations

Paramaters

Output Formar:
County:
Solt Report

Disquadifisr Nen-disquadificon

e Report parameters:
Output Format: HTML, EXCEL, and PDF.

County: Shows the county set by your agency’s administrator. This cannot be changed.

Select Report: Revocation Summary or Revocation Detail.

Disqualifier/Non-disqualifier: Disqualifiers or Non-disqualifiers.

Report View: Permit Holder View or Multiple Permit View.

e To generate a report, Click Run after making your report selections. The Reset Values button sets
the parameter values to default values when the Parameter screen is open.

o O O O O
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Sample Revocation Report

Pistol Purchase Revocation Report
Permit Holder View
County: WAKE
Report Type: Summary
DISQUALIFIERS

Refersnce | Slement Neme Current DoB SSN NCDL Convicted | Pending | Felony | Misdemesnor | Quistanding | Criminal | Pending Offender
£ Match Address Felony | Felony | Drug Drug Process | Domestic | Probation | Disguslification
Count Violence | Viclstion
5 000068113 N N ¥ ¥ N ¥ N v
5 s0030¢-8113 N N v v N v N ¥
4 1 se000e-3TER N N Y Y N N N Y
L

CHP Violations Report

Mo Many The purpase of this seport |s to display otfenders with an active conceoled handgus perma that have been tharged or comvicted of a felsnly or ather vial m

FParametes

Ovtpret Formae

e Report parameters:
o Output Format: HTML, EXCEL, and PDF.

o Report View: Offense View, Case View, and Offender View.
o County: Shows the county set by your agency’s administrator. This cannot be changed.

e To generate a report, Click Run after making your report selections. The Reset Values button sets
the parameter values to default values when the Parameter screen is open.

Sample CHP Violations Report

CHP Violations Report
Offense View
Offender Nama DOB DLE CHPE  CHP CHP Offense Offense  Offense NCGS Offense Court CourtCase Offense  Disposition Disposition Number  Number Number Potential
Issued Issue Code  Type Date Charge County Number Status Date of Felony  of DWI i a
County Date Violations Violations Violations Mismatch
ALAMANCE 1042016 5516 T OSTS2017 20-132.1(A) DWI-LEVELS  ALAMANCE DISFOSED 090282017 Guilty 0 1 ]
ALAMANCE 07262015 2334 F OamEZMT 1474 LARCENY BY ALAMANCE. PENDING 03142013 DEFERRED 1 o a
EMPLOYEE FROSECUTICNFROCEEDING
ALAMANCE 04202018 8516 T OUDU2015 20138.1(A) DWI-LEVELS  ALAMANCE DISFOSED  0OM1S/2015 Guilty 0 1 ]
ALAMANCE 1472017 231 F 122772004 147208  FELONY HARNETT : DISPOSED 02152005 Guily 1 0 ]
LARCENY
ALAMANCE 111772017 2212 F 12272004 14-54(%)  BREAMING AND  HARNETT : DISPOSED 02152005 Guily 1 0 ]
ORENTERING (F)
ALAMANCE HA72017 2218 F 122772004 1456 BREAK OR HARNETT . DISPOSED 021512008 Guilty 1 o a
ENTER A MOTOR
WEHICLE
ALAMANCE 04272018 1388 W 02042017 1433(A)  SIMPLE ASSAULT ALAMANCE DISFOSED 0611372017 Frayer for Judgment Continued 0 o 1
ALAMANCE 071102018 1388 W 0ST42012 1433(C)2) ASSAULTONA  DURHAM DISPOSED  D718/2012 Guilty o 0 1
FEMALE
ALAMANCE 0702013 1288 W 062172005 14-33(C)2) ASSAULTONA  DURHAM DISPOSED 0772772005 Prayer for Judgment Cantinued [ 0 1
FEMALE
ALAMANCE 00222014 3811 F U1E2018 1410017 SECONDDEG  ALAMANCE PENDING 1 0 ]
SEX EXPLOIT
MINGR
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Research flagged permits

After the report files have been generated, each flagged permit in the report should be researched by the
Sheriff’'s Office to determine appropriate action for revocation.

Modify the permits file to reflect revocations

NOTE: Permits that are revoked must be marked in the future permit file submissions to prevent
CJLEADS from processing that permit and re-flagging the permit each time the report is run.

Using the worksheet, set the value in the ‘Permit_Status’ column to ‘R’ (without quote marks) for any
permits that have been revoked. Sheriffs using permit application software may have different rules for
revoking the permit status within their application; however, the “Permit_Status column in the file to be
uploaded must contain a non-blank value to avoid it reappearing on future revocation reports.

File Transfer Frequency

The above process must be completed at least once per month; however, each Sheriff's Office may
perform this process weekly if desired. Permit files submitted by 5:00 pm on business days will have a
new revocation report generated after close of business and available for review the following business
day.

For questions or help with the file transfer process, please contact the CJLEADS Helpdesk at
cjleadshelp@nc.gov or 919-754-6949.

CJ’s Tips

e Remember all entries with a BLANK Permit Status
value will be re-evaluated every time you submit the
report and all entries with an R will not be evaluated.

e Never change the headings of your spreadsheet. This
will cause problems and will not submit.

e The permit file being uploaded to CJLEADS must have
the full five (5) years of the county active permits to
ensure all permit holders eligibility status are reviewed.
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