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October is National
Cybersecurity Awareness
Month
October 2021 is National Cybersecurity Awareness Month (NCSAM). Held every October, NCSAM is a
collaborative effort between government and industry to raise awareness about the importance of
cybersecurity and to ensure that all Americans have the resources they need to be safer and more
secure online. Now in its 18th year, NCSAM continues to raise awareness about the importance of
cybersecurity across the nation. The theme for NCSAM this year is:

“Do Your Part. #BeCyberSmart.”
This theme encourages people and organizations to own their role in protecting their part of
cyberspace, stressing personal accountability and the importance of taking proactive steps to enhance
cybersecurity. The Cybersecurity & Infrastructure Security Agency and the National Cybersecurity
Alliance will focus on the following areas in promotions and outreach:
•
•
•
•

Week of Oct 4 (Week 1): Be Cyber Smart.
Week of Oct. 11 (Week 2): Phight the Phish!
Week of Oct. 18 (Week 3): Explore. Experience. Share. – Cybersecurity Career Awareness
Week
Week of Oct. 25 (Week 4): Cybersecurity First

More information about NCSAM can be found here. CISA is also providing several resources that you can
share with others. Those resources are available throughout the year at https://www.cisa.gov/cisacybersecurity-resources.
In addition to the CISA resources, the Center for Internet Security is also providing no-cost resources
that will aid in creating your own public awareness campaign. These resources can help guide your
organization on ways to increase the understanding of cyberthreats and empower individuals in your
community to be safer and more secure online. These resources are
located at https://www.cisecurity.org/ms-isac/ms-isac-toolkit/.
Individuals, businesses, government and schools all play a vital role to improve the nation’s collective
cybersecurity preparedness. We live, work and play in an even more connected world. Our increased
reliance on a remote environment reminds us that being more secure online is a shared responsibility.
Creating a safer cyber environment requires engagement from the entire community.

2021 N.C. Cybersecurity Awareness
Symposium is Oct. 6-7
The 2021 N.C. Cybersecurity Awareness Symposium, hosted by the N.C.
Department of Information Technology, will be Oct. 6-7. This is a virtual
event that open to those in government, military, and academic institutions.
The symposium will provide learning opportunities for how to help secure
an organization amid current trends in the following areas: ransomware
attacks, Zero Trust architecture, threat intelligence and work force development. Registration with your
official organization email account is required for all sessions. For more information and to register for
this event, visit it.nc.gov/symposium.

The Cybersecurity & Infrastructure Security Agency will host its fourth annual National Cybersecurity
Summit on Wednesdays in October. The 2021 summit will be held as a series of four virtual events
bringing stakeholders together in a forum for meaningful conversation:
•
•
•
•

Oct. 6: Assembly Required: The Pieces of the Vulnerability Management Ecosystem
Oct. 13: Collaborating for the Collective Defense
Oct. 20: Team Awesome: The Cyber Workforce
Oct. 27: The Cyber/Physical Convergence

Register for this free summit and read more about the presentations at CISA.gov/cybersummit2021.

Triangle InfoSeCon is the largest annual information
security conference in the area and is the flagship event
of the Raleigh chapter of the Information System Security
Association. Its mission is simple: train and educate as
many people as possible about the importance of
information security.
This year’s event will be Thursday, Oct. 28 and Friday, Oct. 29. For more information and to register for
this event, please visit https://www.triangleinfosecon.com.
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The nation’s largest week-long cybersecurity festival is back. U.S. CyberWeek will take place both in
person in the Washington D.C. area and digitally across the U.S., bringing together the most influential
cybersecurity leaders from major tech companies, government agencies and education.
The goal? Sharing the kinds of big ideas that will have the power to revolutionize technology in the U.S.
and fend off the next generation of attackers. Learn how to attend, sponsor or host an event at
cyberweek.us.

International ShakeOut Day is Oct. 21, when many drills will happen. However, you can hold yours on
any day. Make sure to register for 2021 to be included among millions of people worldwide who will
practice Drop, Cover, and Hold On. Whether you register as an individual, family or organization, your
involvement will inspire others to participate in ShakeOut and become better prepared to survive and
recover. To register for this event, click here.
Learn more about these options, and download ShakeOut drill leader presentations, at
ShakeOut.org/covid19.
And, there is always more you can do ahead of ShakeOut. When was the last time you checked on your
disaster supplies? Have you “Secured Your Space” to prevent damage and injury? What changes are
there to your emergency plans and contacts? Use the Seven Steps to Earthquake Safety as a guide from
now until October.

FEMA Virtual Cybersecurity Symposium
The Federal Emergency Management Agency is offering a virtual
cybersecurity symposium for technical personnel and focuses on information sharing, vulnerability
assessments and other cyberthreats impacting the emergency management community. Attendees will
be able to share best practices and key lessons learned between government and industry. Read more in
Training Opportunity 1678.
Course Dates: Oct. 20-21 and Oct. 27-28
Location: Virtual using Zoom.
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CYBERSECURITY NEWSLETTERS
SAC Security Awareness Newsletter: Monthly security awareness newsletter provided for all
state employees by KnowBe4. Note: You must have a valid state employee O365 account.
➢ https://ncconnect.sharepoint.com/sites/it_ext/esrmo_ext/Documents/Newsletters/Security
%20Awareness%20News/2021

CIS Security Tips Newsletter: Free monthly cybersecurity resource from the Center for Internet
Security (CIS). https://www.cisecurity.org/resources/?type=newsletter

SANS OUCH! Newsletter: Free monthly cybersecurity awareness newsletter provided by the
SANS Institute. https://www.sans.org/security-awareness-training/ouch-newsletter

October 1: FEMA National Exercise Process Overview Webinar
Oct. 3-9: National Fire Prevention Week
Oct. 4: FEMA Comprehensive Preparedness Guide, also on 10/13
Oct. 5-6: 2021 N.C. Cybersecurity Awareness Symposium
Oct. 18-22: CyberWeek
Oct. 28-29: Triangle InfoSeCon Virtual Conference
Be sure to follow the N.C. Department of Information Technology on Twitter, Facebook and LinkedIn for
more tips. Also visit it.nc.gov/CyberSecureNC or Stay Safe Online for additional information and
resources on cybersecurity awareness. Remember… Stop. Think. Connect.
Disclaimer: Vendors, references, and links in this newsletter are for informational purposes only and their
inclusion should, in no way, be considered an endorsement from the N.C. Department of Information
Technology.
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