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Purpose

The purpose of this user guide is to assist N.C. Department of Information Technology employees
understand and maneuver through the ServiceNow platform to submit Privacy Threshold Analysis (PTA)
and Privacy Impact Assessment (PIA) forms.

Virtual training is also available through the NC Learning Center and is assigned, as needed, to
employees.

Content Lead

N.C. Department of Information Technology, Office of Privacy and Data Protection

Definitions

Owner

The owner is the individual listed as the agency’s Privacy Liaison. This role oversees, reviews, and can
complete the Privacy Threshold Analysis/Privacy Impact Assessment

Parent Entity/Agency

The Parent Entity/Agency is the agency that is submitting the Privacy Threshold Analysis/Privacy Impact
Assessment.

Privacy Threshold Analysis

A Privacy Threshold Analysis serves as the document used to identify information technology (IT)
systems, technologies, rulemaking, programs, information sharing arrangements, or pilot projects that
involve public and personal data, and other activities that otherwise impact the privacy of individuals as
determined by the N.C.G.S. 132-1.10.

Privacy Impact Assessment

A Privacy Impact Assessment is an analysis of how information is handled to:

i) Ensure handling conforms to applicable legal, regulatory, and policy requirements regarding
privacy.
ii) Determine the risks and effects of creating, collecting, using, processing, storing, maintaining,

disseminating, disclosing, and disposing of information in identifiable form in an electronic
information system.

iii}) Examine and evaluate protections and alternate processes for handling information to
mitigate potential privacy concerns. A privacy impact assessment is both an analysis and a
formal document detailing the process and the outcome of the analysis.

Program Manager
The Program Manager is the individual completing the Privacy Threshold Analysis/Privacy Impact
Assessment. Generally, the Program Manager can be the owner or an individual on the project’s team

assigned to complete the Privacy Threshold Analysis/Privacy Impact Assessment. This role can be
reassigned throughout the Privacy Threshold Analysis/Privacy Impact Assessment process.
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Accessing the Privacy Threshold Analysis

Accessing the PTA from the Governance and Risk Compliance (GRC) Portal

1. Enter https://ncdit.servicenowservices.com/esc in your browser’s search bar.

NCDIT]| - = —

Employee
Service
Center

2. Type Create PTA in the search bar under How can we help?.

NCDITI e = My Tasks My Tickets MyFovortes # = Wishlst WCari  Tours
- o - iy v Lowca Sy tu

3.
Employee
Service

Center

How can we help?
Report an Issue

Croata PTA -
Geart harlp with wosur ncident!
G, Create PTA
B creste ply Current status
= Create PTA
Degradation - Network Connectivity
Polw Acknawiodesn Todaw's Reservations Tarshs 3 (utartod 03719/ 2004 07 20:00)
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3. Enter the name of the project, the agency, owner (i.e., the agency privacy liaison), and the
program manager in the respective spaces. See the example below.

Key takeaways:

e The Owner will be the privacy liaison for the agency.
o The Program Manager is the individual completing the PTA. (Please note that the privacy
liaison can also be the program manager.)

Create PTA

B g to Wish List

* Mame of the Profect

;-]
:

@

PTA Creation Walkthrough — OPDP

Class

Co o

*What I3 the parent entity/agency?

n DAT Drept of bfaemation Technedagy

* Oy

n Deborah Olagumju

* Program Manager

4. Press Submit.

5. Two email notifications from NCDIT Customer Service will populate to the accounts listed in the
Owner, Program Manager, and Office of Privacy and Data Protection.

a. The first email will inform all parties that a PTA has been created.
b. The second email will provide a link to the PTA.

6. Click the View assessment link in the email.
[External] Privacy Threshold Analysis PTKO002824 has been created

&) | & Rept %y Reply All > Forwar
NCDIT Customer Service({TEST) <neditcustomerservice-te &) | 52 Reply ey A waed | |
T © Floyd, Javon; © Otaguniu, Det h B Office of Privacy an

(1) f there are probléms with how this message s displayed, thek here 1o vew i m a web browse

Hello Javon,

Privacy Threshold Analysis [PTA Creation Walkthrough — OPDP] has been
created,

Views assessment

Thanks,
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7. Once the privacy assessment page opens, review the assessment description.

8. Click Start to begin the PTA form.

NCDIT] - M F story  Wodkspaces GRE Tasks 7
@ Dl Ve 3 Py st el Py [hreesdd Aoty PTA (.
Hi, Javen

Welcame to the privacy assessment, We are looking forward to your valuable input.

__ Compose ke e e
Privacy Threshold Analysis [PTA Creation (i | (R~ i
walkthrcugh — OPDP] Enter your Cammnents here

TMCIA o Witk motes (Privale)

Privacyassessment  Assigned  Javon Flogd 073372005 16:42:31

Assessment description: Aetivity 0 ¥ a
Pl efed i an fechnofogy or 5 ¢ o persona! dofa end decide wiether personal :

[ tio!

Aot ¢ PTA will cote iy fother cammplionee needed, Uke o Privocy oot Assesamend [Pk a System

Useoaah Glagunju

Assigned

Sumemary
3- bigh
Jarecn Fhoyd
Sisctie S Description
™ Questicanain & Bgen
; Questioans .

9. Users can review the PTA Instruction Knowledge Article to understand the purpose of the PTA.

10. Click Next to start the PTA form.

st Q saarﬂ‘ g -

@ £ o »  Priusty suw 1. Prosecy Thewstemd An 1h Crna »  Privsay susemeemi: Privecy Themhobd Anslysin [FTA G
@ Privac y Theesbild Anabysss vi T Al questions =
ey PO Gkl et = g PN Privacy Thanibastd deralysis IFTA Crwation o
Details
hets i e
1 To complete thir atsesiment plaose follow this link to the PTA insfruction Knowiedas
drtigls, Plecse contact the Privacy Team at gitpovesyEoc gor Seope
&

= Estructions

PTA Creation Walkihreugh — OPOP

Privacy Thieshok) Anatysis #3K
RS LSRR L Privacy Threshald Anabysis [PTA

Creation Walkthiough - QPD

Peaple

darvvairs Flowd

Dates

OF o 2026

u 0723/ F06
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11. In the event an agency wants to reassign completion of the PTA to another team member, click
the three dots on the TOP RIGHT of the page. Click Reassign.

NCDIT] GRE Taks

|'@ Tedis 3 Friewry susassenens Pebvory Thombokd Anabain (w4 70T, 3 Feivery assssuments rivacy Thresbeid Ansbyals fiea 7 07,
i
’ Privacy Thieshold Analysiy v @ Seed ¥ At e ; ;:""1
i Esliy Vb 2974138 “;"I‘r'l'“.u Freacy Thabald sty DR T BT e il dmu’mr.
| cancel o
[r—p— IR T Cretails r
' To.complete this assessment please follow this ink ro the PTA ingtruction Hnowisdge &
Article. Please contoct the Privacy Team ot gifprivecy@ine gay Seope .
o

B insaruetions i

best 2070736

Fikamip abssiiinis

Privacy Thredhold Anatysis [1ese 2
070735

Privacy Threshold Anakysis & 5%

Peopla

Debarat Haganiu
Bibmrah slagarrafri g

Dt
0701 200G

Lira i

12. Type the First and Last name of the user and click Reassign.

NCDIT] Al Favorites  Mistory  Workspaces GRE Taks

Reassign

Pnriigr b X

INput name..,

13. An email notification will be sent to the Assignee and the Assignor. The Assignee will be able to
complete the PTA by clicking View assessment in the email.
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Privacy Threshold Analysis Assigned

1. Complete the PTA questions. For a list of questions contained in the PTA, refer to the section in
this document called Privacy Threshold Analysis Questions.

GRC Tasks Q, Search

3 Pty amessmst Privscy Thresttd Anstysis e 1 07,

WA questions =
Privaary Thowahadd fmabyus [hest 207,..

i i Details
ot Privacy Threshold Analysis
! @
Provide key defalls sbout the process, including its puoapose, and kleniily the Business unét and Stope
B instinctions depaiiment invoheed. This helps ensure claity and accountabil iy in the process implensentation. o

best JOV.OT 36

Privacy Threshold Anabysis & 39

Privacy Thaeshedd Anabysis [tesd 3
1 Provide a description of project and business objectives: # Ragarrd BEOT ]
Peaple

Deborah Dlagunju
g

by bell: 05 M s g

Dates
44 uitance
O 20af
2 Hew or Renewal? o Regwiad DIf1R026
e
Frerwewal

briaund Q swm e ‘

@ [t 3, Aieatys £ Povuney Themmaibickd At MCra.. b Pebmisty aisemiere: Prbvisty Dhembubd Analysis [FTA Cou...

Mame, Phone Humbaer, Email Address

]
]
F s this data public data? & lwgred
L1
Ao
10 Can you provide the statutory and/or regulatory authority for the & Bepavd

collection of this information?

2. Once completed, click the Submit button at the top right section of the page. Then, check the
box, and click Submit.
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e Q s“d‘l z

rt Frovaey Themshoil Arsdwid [PIA S 3 Priwacy susdnimsent: Privecy Throbold Lnskab FIA Cea

. fitia 3 Py
@) Privady Thaushold Ayt v W AN questions = m i

Estily WA Crustion. WaliEwoogh — Dome | TV Privacy Thewsbmid Al UFTA Crolion W, e Dt

et

BN Cosibors cmpieis | 380 Details r—
&
(o]

Enpirin

2 Will the project’s use of persanal information comply with Agency’s & b

privacy palicies and contractual abligations? Seaps
B instructions 1!
PEA Creation Walkihrough — OPDP

es
Ivavcy Thresheld Analyss TR,
@ Frhcy Theshokd Analysis — Frivacy Thieshold Analysis [PTA
Creatkon Walkihrough — QFD
2 Any additional information that you would like to share regarding the personal Pacple
data that you are handling? Aot
Jawon Flowd
Jaeven Py A g
[Pronide ary additional infermation that youw would liee 1o share regaeding the persanal
data that you ase handing heref vy
e s Tl B aljoais
T XYM

Submit x

= | | have nevieveed my answers. | urderstand | may no lenger Be ahlie to sdit the
answeds after submitting.
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Accessing the PTA/PIA Through Privacy Workspace

1. Enter https://ncdit.servicenowservices.com/ in the search bar.

Service Operation: Workspace 17

= JF Hello Javon!

Overview - NCDIT - e]le]
Vo ot Vosur feam's work
Ingidents sakpnad tay.,, ! Imgidant SLAR L} Unsisigmad ingiants 4 Catalap tagkn xsipned !

® ® ® ®

2. Inthe Workspaces menu, choose Privacy Workspace.

Widkspaces Service Operations Workspace 1

HCDIT E Al Favariles HiEstary

Gitome 3 7 e | =

..I F Heallo Javon! Asaeismient Workspaoe
Aznet Workspaos
CMDE Workspace
C5MFRM Configurabie Workspace

Overview - NCD Collatorative Work Mansgement |

Puoess Mining Waorkspace

.
-
e

oAU Wik Wi feam's work

Service Operations Workspace

incidenis asskgned 1o y,,, 2 Urnassigmed Incidents E Catalop tavke zasigned
Tianel app Wodkspace

® ® ® ®

3. On the left side, click the list icon.

Hc D I T I e meoiile  Higtody  Workspaces Privacy Workopade

@ &3 i

__. Frivacy management

@ PiEa=ain e o Ervily Risk aned codnphanos O ra s

u All processing activities by state

= MEw [Hscaver R Moo
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4. Under the Scoping List, click All entities.

Privacy Warkipace

NCDIT|

B Lhd

Lists My Lists My ltems - Processing activities @

Ry [l

i Processing activ.,.

Hisk asseEsments

Hame Darnad Compli ante soare (4] Business

Wp w2

High-Radod risk .
Processeng sctivilies

All proeasing o,

Unassigned pro....
Privacy slements.

All informatio ..,

[ PH] Infprmmation...

infonmadion oby, .,

Dada subject Cype
Stoqing

All entities

Entity types

A i

5. Find the Filter icon and click Advanced view.

NCDIT User Guide

Privacy Workspace 1

My Lidty

My ftesms

Hama = Description Class Crw s

Processingactie.,,
Hisk assessrents
High- Ratid s, . A Wuist i Dty OFice BV - Bastien

Processing activities =
All processing ..

nassigred pro.

Privicy slemeats hberreen Lndal O ittty
AlkInformadicn. . e IR EHIN
(P4} Information. ..

Ui T ARI D4R,
Dutia sishijenct Eype
Scoping TrCumiy
| Anentities
partments
Entiby bypes
Entity classes
abemiivaistratie e
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6. Search for the term “updated” in the search bar and select Update.

Advanced view

L g Wb | [ e P | ] o)

Ealte

Byl 3 RTET Dy Sechelin & OO WA Continim o Tield, operator, and vabuels)

Updated *| | on v || Todsy

| # W conifithon sel

7. The PTA name should appear at the top of the list.

NCDIT]

I3 et DT 30000 3 Py Aisetetest Prtvicy e st Aaucsienet [lest 0.1, .

-

m EBeEE - [ E

Lists My Lists = Scoping - All entities
A Lisst rubiaboi st

My |besins

« Processing aclivities Hame Description tlass Swner Compllance scare ()

Wl processing a, ..

Unasssgned pio... FIA Cleatlon Walkihvoagh — QPR Progect

Privacy elements

@
i
All Infgernation ...
Conliil Regianal ioapital DefutineEit " ']
[P1] infosmaticn, ..
ity sNumibser 4535 - Tabsr 1 Dopuartioents James Loing: ]
Information oby..
N Test 1/0/36 Feipt Dsetszenty DA gusifus ]
o Bk P e Taiie L oag ]
Al el Tesst:2 7 /B1 1026 Froject Dt nly M agumjis [
()
Emitytipes 142 0, s et Oebaeals Olagungt o
vt b e

8. Click on the PTA.

9. Click on More and then Privacy assessments.
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Histeory Wonlkispaces Privacy Werkspace 1 Q, Search

ﬁ S 3 Y Gk 07 ARG
- O test07.14.2026 & Iilliate prvacy ssessment | | Save | ! 0" vhew | e
@ Entity b Piodect Dbl Oiaguanj
m O e Details Haeraechy Entity Eypes Fasks Dowrrstream confrols Droematream inheribed controls Pownatream engagements. Thorwenafream Esues Mare ¥

Clywmistresm Lisks I o

Compliance status
&
Compliancs peicentage Mour-compliant drwrstream entithes
Mame Compliance seore (%) « ¥ Comtent references

. 00/0 FSH asscisments

AFRTER risks

Privacy sasements (2]
Evidencs

Srakiholders

Risk status

®

10. Find and click on the assigned PTA in the list.

History  Wotkspaces Privacy Workspace ©f 0, Search

ﬁ o > e ek 0T LRI
B Otestolisaoms o teitiate prbvacy assessment | | smve | [ 300vvien | s
M| cverdew  Details  Heraechy  Entitytypes  Risks  Downsbreamcontrols  Dowmstream inherited contrals  Downatresm sngagements MV RS {1 Morg *
e — 1 I o
Privacy assessments 3 |3| @ |'h" |
@
Titha Muimbeer & State Priocity Assessmant template Smart assessment template Asslgnes
' PUKOO0:EZ Chosad coemiplete - High {emply}
P,
A
PTKRCOZR Canotiied 4 - High {emnpiy} ey I \ssrssment v

11. Click Accept work to assign the PIA to your dashboard.

12. Under the All tab, click the Employee Service Center link.
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NCDIT]:

Privacy Werkspace 1 2, Search

U3 Dl T TS 3 Prbiery skt Privacy bepact Ascsament [T TV,

i} g Privacy Impact Assessment [Test T 6] & | Acceptwark Reassign Save I Updati stale

@ Privacy assesement  Assigned

m Details

® ;
Descripdion

State

Summamary

Sectlon Sl el pion

MlEstonnaing & Opn

Py Tasks My Tickets My Favorites 20 o« Whkhilst ®Can Tows

Employee
Service
Center

(@ Provide feedback

How can we help?

Search by topic, keyword or toket # it

My active items Current status
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13. Under View all, click GRC tasks.

My active [tems

Thchocts
Shownng 1 of 1 poksts

Feew
PADDDIOIE

e LS

NCDIT User Guide

GRC ks

By GRC Addesamenis

Today's Reservabions

Recommended for you

E Bt

Recmibment Request

Tasks

[ By

Onboand & Comraclor or
Teemp Solutions Temp

g wr

Paolicy Acknowhedpgem... O3>
SLMVEYS 0 3
.i"z Hasp 1 -..._:-:

Drirect Hare

14. In the Governance and Risk Compliance (GRC) Portal, under My to-dos click the number

under Open.

For example, in the image below, you would click 3 in the My to-dos section.

GRE Tashs 1

GRC Portal
¥ total tasks
@ My to-dos

Version 1.0

8@ My teams’ to-dos

Openy

16

Related resources
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15. Find the Privacy Impact Assessment in your pending tasks.

NCDIT User Guide

NCDIT] M Favorites e GRE Tasks ¢

Lok My proup's ke 0] Myitems o] Wichia o)
! Al B Overdue a
! Peivacy assessments, B Tt Number - State ¥ Priority Hssignes 7
=
PTHOGGIMA Work in progresa 2-High Ll
tesl ’ PTHO00GE]L T Work in progress &= High
PiHOO0ZEI] WWiark in proghess 7 - High

16. Once you click on the PIA, select Start and complete the PIA.

Due date

DA LAf 00 1210033

O 200G 115308

O77302006 D407

NCDIT[ == at rowodtes  Hitory  Workspaes GRC Taths <7 ©, Search

@, Clsms b Prbvisiy lassimesks Prisscy Imspatl Aanrisment [Tel TN,

© Hi, Deborah

Welcome to the privacy assessment. We are locking forward to your valuable input.

o Thebineah Dlaguedin wes et

= Compose
Privacy Impact Assessment [Test 7/9/26] o) Lol = i Coranenni
J'nw‘u,.lwc—mmlt m--q_:-u-.i Deborah : Enfer your £
Assesimant ﬂll(ﬁpllﬁﬂ!
PAS are compl Ty o
:| Activity 3
collec
@ Javon Froyd
Summarny
m Javon Floyd
Section Batus Desription ik
'I'. Cuestionnaine » g ﬂl s?“'m

Accessing the Privacy Impact Assessment (PIA)

£ Wark nobes (Private]

s here

Stachud viw

e Dheboeahy Glagunju was sevnmiford

Once the PTA has been reviewed and approved by the Office of Privacy and Data Protection, an email
notification will be sent to the assignee and assignor of the PTA. This email will contain the link to the
Privacy Impact Assessment (PIA). Click the View assessment link in the email, and the link should open

to the PIA page.

Version 1.0 17
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History Wonlspaces GRC Tasks o 2, Search

@, i Mt 3 Pifbabcy Sk Privacy gt Assriament [T41 T7.

® .
Hi, Deborah
Welcome to the privacy assessment. We are locking forward to your valuable input.
= Compose Stackad i L
Privacy Impact Assessment [Test 7/9/26] | pesign | | st | = W Comments £ Work nobes (Private)

: 7 Enter your Comments here
Privacy asressment  Assigned | Deborah Olaguigy "

Assessment description:

PiAs are complelod Ty o ] x He information theosigh i ndarmation

kil Activity 3 ¥ oa i
paticen in thee T
tems.
m Javon Flayd
o Thebineah Dlaguein wes et
Summary
w Javon Floyd
Seatn Sy Descriphion fssignes Deboeah Dlaguniu was sy
. @ syvem
L.} Cuestionnain i’ g & i
] .

In the event, users do not receive an email notification, they can access the PIA from the Privacy
Workspace.

For more information, refer to the section earlier in this document called Accessing the PTA/PIA
Through Privacy Workspace.

Request for Revision

After the Office of Privacy and Data Protection completes its review of a PTA or PIA, additional
information or clarification may be requested. If so, users will receive an email prompting them to revise
their submission. Details about the revision request can be found in the activity section of the assessment

page.

NCDIT! M ey W - 3, Sereh -

@ ) [ S s—p————

= i, Deborah

Thank you far completing the stoessment

Compote B i v li L
Privacy Impact Assessment [test today] a Wtmermiints ik ke el
Frwmy anseaapery Heiew 1000 104 50 met el
A o o
Pl i aorvpleted b keaiity (15he i bopacts s Leted mE® pioceilieg of personal ki Pakde o ima o D sagh lkainatiea ctivily ¥

tic spaalicn i e

@8 Drborah Claginju

i may

Summary — [ Debesan Disgistiu
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Locating Submitted PTAs/PlAs

Once your PTA/PIA is submitted, you can locate them in the Tasks folder. Here, you can find all PTA/PIAs
assigned to you or your agency. You will be able to identify how many have been reviewed, approved, or
subsequently denied.

History Woonlkspaces GRC Tasks < 2, Search

My peralig tavios 13 My groap’s tasks 10) My ems [186)  Watchist (9]
] ) a {herdoe B
J Frivacy assesHmants (1] Title Humber = State ¥ Pricrity Assignes V Due dats
PRI 060 Wik in progress - Migh A r 041142026 12:10:23
PTROHELT Weal In progress 2 -Migh avak A OTZ1FARE 115300
PIRO002E3L Wik i progress 2- High soealh CHag 07730/ 2026 (2H44:07
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Privacy Threshold Analysis Questions

The Office of Privacy and Data Protection has listed below the questions in the Privacy Threshold
Analysis. The purpose is to help agencies understand the intention of the question and the information we
need to receive to review and subsequently approve their request.

Question 1
Provide a description of project and business objectives.

Rationale: We are looking for a highlight explanation of why the agency is seeking to use the project, tool
or system and how it fits into the business objectives.

Question 2
New or Renewal?

Rationale: If this is a renewal to a PTA, Question 3 will trigger, asking for the number of the previous
PTA.

Question 3
Project or PTA ID Number for Renewal

Question 4
Will the data collected contain personal information?

Rationale: If the answer is Yes, Question 5 will trigger.

Question 5
Whose personal information will be collected, shared, used, or stored by the project?

Members of public/constituents

State employees/contractors

Third parties (i.e. vendors, partners

Others (incarcerated individuals, minors, for research purposes)

Rationale: If the answer is Other, Question 6 will trigger.

Question 6
Please detail whose personal information will be collected, shared, used, or stored by the project.

Question 7
Which types of information will the project collect, share, use, or store?

Name

Social Security Number
Financial Account Number
Location Data

Phone Number

Email Address

Race / Ethnicity

Driver's License

Physical Address

Family or Marital Status
Photo or Video

Gender

Account Number
Biometric Data

Other (please specify in the question below)

Rationale: If the answer is Other, Question 8 will trigger.
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Question 8
Please detail the types of information collected.

Question 9
Is this data public data?

e Yes
e No

Question 10
Can you provide the statutory and/or regulatory authority for the collection of this information?

Question 11
Approximate number of individuals affected (estimate over project lifetime)?

Question 12
To the best of your knowledge, is this the first time the personal information will be used, shared, or stored
in this way by your agency?

Question 13
Will personal information be shared with third parties?

e Yes
e No

Question 14
Will the project employ the use of new technology not currently used at your agency to collect, store, use,
or share personal information?

e Yes
¢ No

Question 15
Where will personal information be stored?

Agency-hosted

State cloud

Third-party cloud/on-prem/hybrid
Paper

Mobile device

Other

Rationale: If the answer is Other, Question 15 will trigger.

Question 16
Please provide information regarding where the personal information will be stored.

Question 17
From which jurisdiction will the project collect personal information

us

Canada

EU

Multiple Jurisdictions
Other

Question 18
Does the process/product process data concerning vulnerable individuals (data subjects including
children, mentally ill persons, asylum seekers, elderly, patients)?
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Question 19
Will the information retention period for this project comply with agency's record retention schedule?

Question 20
Does the system employ artificial intelligence?

o Yes
e No

Question 21
Will the project's use of personal information comply with agency's privacy policies and contractual
obligations?

Question 22
Any additional information that you would like to share regarding the personal data that you are handling?
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Privacy Impact Assessment Questions

The Office of Privacy and Data Protection has listed below the questions in the Privacy Impact
Assessment. The purpose is to help agencies understand the intention of the question and the
information we need to receive to review and subsequently approve their request.

Question 1
Describe the purpose and functionality of the system/project being assessed, including its users and core
workflows.

Rationale: We need clarity around what the system does, its interactions, and how data flows across the core
processes.

Sample Answer: The system is designed to streamline the collection, processing, and management of operational
data related to agency activities.

Question 2
Approximate number of unique individuals whose personal data will be processed by this system or tool.

Rationale: We need to understand the number of individuals affected to determine the scale of privacy risk and the
compliance standards for data minimization and proportionality principles.

Question 3
Number of employees assigned to support the information technology in scope for this PIA.

Question 4
What is the relationship between the agency or department and the individual (select all that apply)?

Resident

Website visitor

Employee

Contingent Worker (3rd Party)

Strategic Partner (3rd Party)

Other (please describe on the next question)

Question 5
Specify the range of users whose data is stored as part of this process.

Question 6
Please select the approximate age range of the individuals’ personal data which will be processed by the
IT system. (Select all that apply.)

< 13 years of age

13 - <18 years of age
18 - < 65 years of age
65 years of age or older

Question 7
How is personal data collected? (Select all that apply.)

Directly from the individual

Indirectly from a public source

Indirectly from another government entity
Indirectly from a non-government entity (3rd party)
Other (please describe on the next question)

Question 8
Does your system or tool have any Al features or functionalities?
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e Yes
e No
e Not Sure (please explain)

Question 9
If yes, please list all Al features and functionalities here.

Question 10
Please list all personal data and user data that is in scope for this PIA.

Question 11
What systems are being used to help with the collection, use, sharing, or storage of personal information?

Option to type response or upload attachment.

Question 12
Is the data state-hosted?

Question 13

As this tool handles sensitive personal information (PIl), a justification of purpose is required. Explain the
essential and proportional need for the processing of this specific sensitive data to achieve the project's
objectives.

Question 14

Do you provide a privacy notice to individuals that is fully compliant with North Carolina’s Department of
IT’s Statewide Privacy Policy and clearly states in plain language all intended purposes and uses of the
personal data; the consequences for refusing to provide the personal data; the classes of persons and
governmental entities with whom the governmental entity shares personal data?

e Yes
e No
¢ N/A (please explain)

Question 15

If you meet the criteria in North Carolina’s Department of IT’s Statewide Privacy Policy, the privacy notice
may be posted on the public notice website otherwise it must be posted on the governmental entity.
Where is your privacy notice posted?

o Posted on the public notice website
o Not posted on the public notice website

Question 16
If posted on the public notice website, the CIO is attesting to the fact the government entity does not have
a government website. Provide a link to the posting on the public notice website as evidence.

Question 17
Will the system or tool use personal data you previously obtained but is being used for a new purpose?

e Yes

e No
¢ Not Sure (please explain)

Version 1.0 24 August 10, 2026



Privacy Threshold Analysis/Privacy Impact Assessment User Guide NCDIT User Guide

Question 18
What is the purpose for processing the personal data? (Select all that apply.)

Audits and Inspections: Verifying compliance with standards, laws, and policies.

Cultural Preservation: Maintaining archives, libraries, and museums.

Crisis Communication: Providing updates and information during emergencies or disasters.

Digital Identity and Authentication: Enabling access to government services through digital platforms.

Economic and Social Research: Understanding trends to design economic and social interventions.

Education Administration: Managing student records, attendance, and performance data.

Elections and Democratic Processes: Voter registration, election management, and vote processing.

Emergency Response: Coordinating disaster relief and public safety in emergencies.

Employment and HR Management: Managing government employee records, payroll, pensions, and benefits.

Fraud Prevention and Detection: /dentifying and mitigating fraudulent activities in public programs and benefits.

Identity and Citizenship Management: /ssuing IDs, driver’s licenses, and maintaining birth, marriage, and death

registries.

Infrastructure Development: Managing transportation, utilities, and urban planning.

Law Enforcement and Public Safety: Criminal investigations, maintaining public safety, and enforcing laws.

Licensing and Permitting: Granting business, construction, and other permits or licenses.

Policy Development and Evaluation: Analyzing data to inform policy decisions and program improvements.

Public Consultation and Participation: Engaging citizens in policymaking, surveys, or town hall meetings.

Public Health Management: Managing pandemics, monitoring disease outbreaks, and providing vaccinations.

Public Service Delivery: Providing essential services such as healthcare, education, social services, and

housing.

o Regulatory Oversight: Enforcing laws and regulations in areas like environmental protection, financial regulation,
and consumer rights.

* Subsidy and Benefit Distribution: Allocating financial support for eligible citizens or businesses.

o Taxation and Revenue Collection: Collecting and managing taxes, fees, and other government revenues.

e Transparency and Accountability: Responding to public records requests and ensuring government
accountability.

o Website and Service Analytics: Monitoring and improving government websites and e-services.

o Worker and Public Safety: Monitoring and promoting workplace and public safety standards.

o Other (please describe):

Question 19
Do you collect more personal data than is reasonably necessary to efficiently achieve the specified
purposes identified above?

e Yes
e No

Question 20

If you collect more personal data than is reasonably necessary, please describe the specific personal data
you collect that is not reasonably necessary. If your entity has a minimization plan to dispose of the
personal data which is not necessary, please describe.

Question 21
Describe your methodology for ensuring the accuracy and completeness of the personal data collected.

Question 22
Is your agency or department sharing the personal data described in this PIA?

e Yes
e No

Question 23
Do you maintain a list of the names and contact information for the partners with whom you share
information?

e Yes
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e No

Question 24
Who is the personal data shared with? (Select all that apply.)

e Governmental entity
¢ Non-governmental entity

Question 25
Describe the intended use of the personal data by the other party.

Question 26
Provide a note as to the length of time your entity is obligated to share the personal data.

Question 27
Describe the final disposition of the data shared with the other entity when the sharing agreement
terminates.

Question 28
Does your department or agency have any agreements with third parties to process personal data within
the scope of this PIA?

o Yes
e No
o Not Sure (please explain):

Question 29
If yes, please provide the storage location where the information is. List what personal data elements are
processed with the external entity.

Question 30
Do you include in your contract standard terms and conditions the requirements for contractors contained
in North Carolina’s Department of IT’s Statewide Privacy Policy?

e Yes
e No
e Not Sure

Question 31
Where is the personal data stored? (This should correspond with the data maps you have provided
above.)

e On-premises
¢ Third Party Cloud Provider
o Hybrid Solution

Question 32

For any personal data not stored on-premises, do you have legal agreement with third-party providers
that ensure no State-owned data is stored or processed outside the continental United States?
Options:

e Yes
e No
e Not Sure

Question 33
Do you have an incident response plan with a breach notification plan?
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e Yes
e No
¢ Not Sure (please explain)

Question 34
Do you have defined access control procedures?

e Yes
¢ No (Contact ESRMO)
¢ Not Sure (please explain)

Question 35

Explain the procedure for removing access to this information for employees who have left your agency or
department, individuals who no longer require access or who are no longer with the third party.
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Roles and Responsibilities

N.C. Department of Technology’s Privacy Liaison, Program Managers and additional team members are
responsible for initiating and overseeing the lifecycle of all PTAs and PlAs.

The Office of Privacy and Data Protection is solely responsible for reviewing and approving all submitted
PTAs and PIAs.

Review Cycle

This Privacy Threshold Analysis/Privacy Impact Assessment User Guide will undergo a periodic review at
annual intervals, or as changes are required. Updates to the guide will be determined based upon the
nature of the policy and requirements driven by need.

Any identified changes, or outdated information within the policy will be addressed promptly. This may
involve revisions, additions, or removals as needed to ensure that policies remain current and relevant.

The following roles provide leadership and management over this policy in accordance with the NCDIT
Policy Management Policy:

e State Chief Information Security Officer (SCISO)
e Chief Privacy Officer

References

Statewide Privacy Threshold Analysis & Privacy Impact Assessment Procedure
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