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Content

This document provides Agency Business users with guidance on why and how to submit
Procurement, Standards, or Security Exception Requests to NCDIT for approval.

* Purpose of NCDIT Exception Request
Process

*  Types of NCDIT Exception Requests
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*  When to submit NCDIT Exception
Requests

* Tips for completing Exception
Requests

*  How to submit Exception Requests

* Support Resources




Learning Objectives

After reviewing this document, you should be able to do the following:

* Understand the purpose of the NCDIT Exception Request
process

*  Know the three types of NCDIT Exception Requests and
when they are needed

*  Know how to obtain, complete, and submit Exception
Requests to NCDIT

* Know where to go to get more information and support




Purpose of the NCDIT Exception Request Process

The NC Statutes and the State Chief Information Officer require State Agencies to comply with specific
Procurement, Standards, and Security requirements to ensure a fair procurement process and
protection of State Data.

A Procurement Exception approval is required for situations where the State Agency determines there is
limited or no competition, the State Agency wants to enter into a contract beyond 3 years, or if a State
Agency wants to use a cooperative agreement or other agency contract

» Conditions for Limited or Waived Competition. 09 NCAC 06B.0901

» Contract Beyond 3 Years. 09 NCAC 06B.0301

A Standards Exception approval is required for situations where the State’s infrastructure will not be used

to host data or the State’s Identify and Access Management Solution (NCID) will not be used

« State Agencies are required to use the State infrastructure to host their projects, services, data, and
applications pursuant to current guiding authorities/laws. NCGS § 143B-1365

« The SCIO requires all inter-agency and external facing solutions/applications that create content use
the State’s Identity and Access Management solution (“NCID”).

A Security Exception Request is required for situations where the State Agency will be deviating from the
Statewide Information Security Manual



http://reports.oah.state.nc.us/ncac/title%2009%20-%20governor%20and%20lt.%20governor/chapter%2006%20-%20office%20of%20information%20and%20technology%20services/subchapter%20b/09%20ncac%2006b%20.0901.pdf
http://reports.oah.state.nc.us/ncac/title%2009%20-%20governor%20and%20lt.%20governor/chapter%2006%20-%20office%20of%20information%20and%20technology%20services/subchapter%20b/09%20ncac%2006b%20.0301.pdf
https://www.ncleg.net/EnactedLegislation/Statutes/PDF/BySection/Chapter_143B/GS_143B-1365.pdf
https://it.nc.gov/documents/statewide-information-security-manual

Preliminary

Streamlined IT Procurement Process

State Agencies can submit applicable Exception Requests for active IT procurements in the NC
eProcurement Sourcing Tool during Step 04 and Step 07.

NCDIT IT Procurement Process (enabled in NC eProcurement Sourcing Tool)
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Some Standards and Security Exception Requests that are not related to an active IT procurement in
the NC eProcurement Sourcing Tool may need to be submitted for NCDIT approval.



Overview of the Procurement Exception Request Form A

The 2-page Procurement Exception Request Form contains multiple sections for the Agency Business

user to complete.

Agency Identification

Agency Contacts

Indication if IT Project

Contract Information

List of Attachments

Procurement Exception Request (Form A)

Procurement Exception Request (Form A) :

Instructions: State Agencies requesting = Procurement Exception must complete this form and submit it to NCDIT Exception Category: | Contract Beyond Three (3] Years
for approval through the NC eProcurement Sourcing Tool. Husthority: [ o= NEaC 05E DE0Ld)S)
= = listification
Basic Information Wour pustification must explain whiy the contract berm must be longer than thres (3} years and what benefits the State
Date: Click or tap here to enter text. wiowld neceive or gain.
Agency: Click o tap here to erter text. Qur Agency has reviewed the applicable authornity and demonstrates the following in supgort of this recuest.
Division: Click or tap here to enter text. Click o tap here b enber bt
Contacts Attachments
Name Email Addrass -
Business Owner: Click or tap here to enter text. Cli r tap here to enter text — —
Procursmant: Click or tap here to enter text. Click or tap here to enter text. Exception Categol Waiver of Competition — Brand Specific or 5ole Source
5 Authority 09 MCALC DGE.DZ01
mw — Candikion: [ a neeced praduct or service is available fram only cne source of supply
Description: Click or tap here to enter text.

Procurement Exception Category:

[ Contract Beyond Three (3) Years

O Brand Specific Waiver of Competition

O sole source Waiver of Competition

] Cooperative Agreement / Use of Another Agency Contract

Is this an IT Project?

Oves CONo

If yes, enter IT Project Mumber
from Touchdown:

Click or tap here to enter text.

Mote: This is caly 2 partial liss. [ stancarcization or compatibility i the cverniding consideration

Fleasa soe 09 NCAC 068901 for | [ additicnal products or services ane nesded to camplete an ongoing |ob ar task
the complete list. O a particular product or service k desined for educational, training, esperimendal,
dewelopmental or ressardh work

O parzonal or particular professional serices are required

Other Applicabibe Waiver Condition (enter below):

O Click or tap he 3 e
0O Click o tap here o eire

bt

Summary of Exception -

lstification

Contract Your justification must explain whiy the product or senice is the only one able to meet the requirements of the user and
Renewal: Cve: Imo must conclusively support the deter that no cther product or service can fulfill the user needs.
Expired: Oves Ono ?ur:gnlzrl.c.' r:s Irc'\.ur:m:w;.l1h\?.\a|.;ph:lblc authority and demeonstrates the foll owing in support of this recuest

i F— . ———— ck or tap here to enter text.
If expired, enter Expiration Date: p here to enter text Attachrnents
ariginal Date: p here to enter text. ac
‘Current Term start Date: p here to enter text O Click or tag e o Brter text
Current Term End Date: p here to enter text Exception Category: |Cuupemheﬂgreemfllseufﬂmﬂuerﬂgenqﬁmhan
Requested Term Start Date: p here to enter text. Authority | o= mCaC 06B.100G
Requested Term End Cate: p here to enter text. E g it of Cantract Information
Estimzted Cost: ap here to enter text. [] Purchase [] Lease Mame of Agency that "owns® this. | Click or tap hare to enter text.
ariba Buyer Purchase Requisition | Click or tap here to enter text. SATEETEN o Conar

Numbsr:

Mame of Agreement or Conract:

Statewida IT Procurement Office
Tracking # (if amendment):

Click or tap here to enter text.

Current Term Start Date:

Current Term End Date

Attachments

Statewide | T Proourement Office
Tracking & |If applicable)

attachment Type:

O praft* sclicitation [0 IFB CJRFQ I RFP

[ vendor Statement that they are the Sole Source

O Draft* Amendment

O waiver Justification Documentation and Documents
[ Click or tap here to enter text.

O Click or tap here to enter text.
* Draft = Editable ME Word Electronic Versions

lustification
our pustification must explain why you want o use this contract and proside documentation that the State conbrack
i ldEr AMD the contract Wendor both agree o let you use this contract.

Qur Agency has reviewed the applicable authanty and demonstrates the following in support of this reouest.

Click of tap here bo enter bek.

Attachments

NCDIT]

Justification for
requested
exception

Justification for
requested
exception

Justification for
requested
exception
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Overview of the Standards Exception Request Form B

The Standards Exception Request Form contains an initial page with multiple sections for the Agency

Business user to complete and provides detailed instructions on the following pages.
Standards Exception Request (Form B) :

Instructions: State Agences reguesting a Standards Exception should complete this form and submit it to NCDIT
for approval through the NC eProcurement Sowrcing Tool for active IT salicitations and through the NC

eProcurement Camtracts Taol far active IT cantract amendments or renesals. IF this Standards Exception Reguest
it nat retated to an active IT procurement in the Saurcing Tool or an actree 1T contract amendment or renswal in
the Contracts Toaol, State Agences may email the completed form and supparting documentation ta
dit.exceptions @ ne.gav. NCDIT will enter the regquest inta the Sourcing Tool on the State Agency’s behall. More
detailed information about the Standards Expeption Reguest process can be found at the end of this Farm.

¥
. Demcriphicn: Click or tap h&re b enter bt
S U m m a ry Of EXC@ ptl O n Standards Exception Category. O Hosting
O othver: Chick or tap hére B enter bt
=asting Location O Weniar
O sgency
O othver: Chick or tap hére b enter bt

= this an IT Project? Oves O ™Na __ Ind|Cat|on |'F IT PrOJeCt

1 ani IT Praject, enter T Project Mamae as it exactly | Click drie % it eactly appeans
. . appears in Touchdaown n Tie !
Privacy Threshold Analysis Number i T IR
Privacy Threshold Analysis (PTA] Number: Click or tap here 0 erber best.
Attachmenis
Artachment Type: O Click &r tap here it
O Click or tap he t
O Click or tap he
O Click o tap here ko enter b
Busingss Case H
Please prowide conbest for your reguest by summanizing your related business need « B usiness Ca se
Chick of tap here b enker bk,
I Check Here is Business Case is Attached
Exception Category | Hosting
Buthority. MICGS § 143 B-1365; Sexshan Law 2016-24, Saction 7.3|b)]
Cancition O Wsing an cutside contractor would be mane cast effectine for the State.
O The Department [MCDIT) does not have the technical capabilities required ta host the
application.
J u Sti-ﬂ Cati O n [ walid security requirements preclude the use of the State infrastructure, and a vendor
can provide a mare secure environmaent
fo r O The application is natively or commaerdally sold and delivered as a dlowd-based
salutian,

Jutifl cation

req u ested Sur agency has reviewed the applcable authorty, ddentified 1 and anly 1 condition applicable to cur agency, anc
. demonstrates the following in support of this reguest

excep‘uon Click or tap here to enter text.

Ul Chieck Here is Justificstion is Attached
Exception Category | Other: | Cick ortap here o enter tet.
Authority Click or tap here ko enter bt
listification
Our agency has reviesed the applcab e autharity and demanstrates the following in suppart of this requist.

'B e o . NORTH CAROLINA
Click or tap here b0 enter bext. N c D I DEPARTMENT OF
. T - ; I INFORMATION

L Check Hare is Justification is Attached TECHNOLOGY




Overview of the Security Exception Request Form C

The Security Exception Request Form contains an initial page with multiple sections for the Agency
Business user to complete and provides detailed instructions on the next page.

Agency ldentification

Agency Contacts

Privacy Threshold Analysis Number

Justification for requested exception

Mitigation Approach

a2

Security Exception Request (Form C) :

Instructions: State Agencies reguesting a Security Exception should complete this form and submit it te NCDIT for
approval through the RC eProcurement Sourcing Teol far active IT solicitations and thraugh the NC eProcurement
Contracts Toal for active IT contract amendments ar renewals, IF this Security Exception Request is not related
an active [T pracurement in the Spurcing Teal or an active T contract amendment or renewal in the Contracts
Tool, State Agencies may email this completed form and supporting documentation o ditexceptions@ne. gov.
MCDIT will enter the reguest into the Sourcing Taol an the State Agency's behalf, Mare detailed information about
the Security Exception Request pracess can be Found 3t the end of this Form.

Baslc
Sequest Tide Chick or tap here b enker e,
Date: Click or tap here ko enter bext,
Agency Click or tap here o enter bext.
Divisian Chick or tap here b enker e,
Contacis
Mame Emall Address
Susiness Oener. Chick or tap here b enker e, Chick or tap here b enker ek,
IR0 Security: Chick or tap here b enker e, Chick or tap her enter béxt,
Project Manager: | Chick or tap here b0 enter bext. Chick or tap here enter béxt,
Director. Click or tap here B enter bext. Click or tap her eriker text.
Agency OO Chick or tap here b enber ek, Chick or tap here b anber ek,
¥
4 this an IT Project? Oves OmMa
d an IT Praject, enter IT Project Mame as It | Click of tap bere to enter T Project name as it exactly appears in
exactly appears in Touchsosn Touchckawn (i Y p——
Privacy Threshold Analysis (PTA] Number: | Click ar tap here to enter et
Reason for Req)
Reason O Fatch Management — (S1-2: Alaw Remedlation)]
O software — {58-3: System Development Life Cyde f S8-8: Security Engineering Principles)
O ardware - {SA-3: System Development Life Cycle / 56-8: Security Engineening Principles)
O Paswward - {La-5: Authenticator Management]
O servce/Group Account —|AC-2: Account SManagemernt]
O other: Click or tap here b enter o
Attachmants
Artachment Type: | O Click or tap here B0 erter bt
O Click o tap here ko enber b

Case

Please explain why the waiver & needed |cetails of the ceficiency). Please include the following if applicable: Operation
Zystem Details, Yersion Information, and/or Length of Walver Reguested.

Click or tap hare b snter et
LI Check Here is Busineis Case is Attachied
Mitigation Approach

Please explain how you ane mitigating the risk. Flease indude the following items, if applicable:
= Metwork Controls [eg., vians, noneroutable 1Ps)
= Other access conbrol measures in place
= Current complance state [eg., based an recent scan
*  Zystem Hardening
*  Monitonng ability [how do you ensure the conitrols in place remain unchanged)

Chick of tap here B enter bt

U Check Here is Mitigation Approach is Attached

Indication if IT Project

« Business Case
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Tips for Completing Exception Request Forms

Applying these tips can help State Agencies complete Exception Request forms faster and provide
NCDIT reviewers with the information they need to make a faster approval decision.

* The latest Procurement, Standards, and Security Exception
Forms are available in both the NC eProcurement Sourcing
Tool Library and on the NCDIT Exception website. State
Agencies should always use the latest forms available from
either of these two sources.

*  When providing the requested information in the Exception
Request Form, Agency Business (Product Owner) should be as
detailed as possible. This is especially true when providing
justification reason(s) for requested exceptions.

« State Agencies should be sure to provide all supporting
documentation needed for NCDIT to review and approve the
Exception Request Form.

* Early engagement and partnership between Agency Business,
Agency IT, Agency Procurement, other applicable agency
stakeholders, and NCDIT is key when defining your Exception
Request submission.

* Personal Services Contracts pursuant NCGS § 143B-1362 are
outside the scope of the exception process. Agency
Procurement should work directly with the Statewide IT
Procurement Office to discuss what options are available to
your agency under current laws.



https://it.nc.gov/documents/exception-resources

Submitting Exception Request Forms related to Active IT Procurements

For Exception Requests associated with an active IT procurement that is being conducted in the NC
eProcurement Sourcing Tool, State Agencies should submit any Exception Forms and supporting
documentation through the Sourcing Tool.

Steps to Submit Procurement, Standards, or Security Exception Request
Through Sourcing Tool

Agency user that wants to submit a Procurement, Standards, or Security
Exception Request downloads the latest Standards or Security Exception Request
Form from the NCDIT Exception website

Agency user completes the Procurement, Standards, or Security Exception
Request Form and provides the completed form and any required supporting
documentation to Agency Procurement

Agency Procurement attaches the completed Procurement, Standards, or
Security Exception Request Form and supporting documentation to the
applicable approval task (in Step 04 or Step 07) in the Sourcing Project that was
created in the Sourcing Tool for the IT procurement and submits it for approval
Sourcing Tool will route Standards and Security Exception Requests first to
Agency IT Security Liaison for their approval

Once approved by the Agency IT Security Liaison (if applicable), the Standards or
Security Exception Request will be automatically sent to the applicable NCDIT
reviewers for their approval in the Sourcing Tool

NCDIT Reviewers review and provide approval decision, which will be sent to the
Agency via the Sourcing Tool

If denied, Agency Procurement will work with applicable Agency stakeholders to
address identified issues and resubmit the Exception Request in the Sourcing
Tool for re-review



https://it.nc.gov/documents/exception-resources

Submitting Exception Request Forms related to Active IT Contract Amendments

For Exception Requests associated with an active IT Contract Amendment or Renewal that is being
submitted to NCDIT through the NC eProcurement Contracts Tool, State Agencies should submit any
Exception Forms and supporting documentation through the Contracts Tool.

Steps to Submit Procurement, Standards, or Security Exception Request

Through Contracts Tool

* Agency user that wants to submit a Procurement, Standards, or Security
Exception Request downloads the latest Standards or Security Exception Request
Form from the NCDIT Exception website

* Agency user completes the Procurement, Standards, or Security Exception
Request Form and provides the completed form and any required supporting
documentation to Agency Procurement

* Agency Procurement attaches the completed Procurement, Standards, or
Security Exception Request Form and supporting documentation to the
applicable approval task (in Step 02) in the Contract Workspace that was created
in the Contracts Tool for the IT contract and submits it for approval

» Contracts Tool will route Standards and Security Exception Requests first to
Agency IT Security Liaison for their approval

* Once approved by the Agency IT Security Liaison (if applicable), the Standards or
Security Exception Request will be automatically sent to the applicable NCDIT
reviewers for their approval in the Contracts Tool

« NCDIT Reviewers review and provide approval decision, which will be sent to the
Agency via the Contracts Tool

« If denied, Agency Procurement will work with applicable Agency stakeholders to
address identified issues and resubmit the Exception Request in the Contracts
Tool for re-review



https://it.nc.gov/documents/exception-resources

Submitting Exception Request Forms not related to Active IT Procurements

For Exception Requests not associated with an active IT procurement in the Sourcing Tool or IT contract
in the Contracts Tool, State Agencies can either submit any Exception Forms and supporting
documentation through the Sourcing Tool or they can email them to dit.exceptions@nc.gov.

Option A: Steps to Submit Standards or Security Exception Request
not related to an active IT procurement through Sourcing Tool

Agency user completes the Standards or Security Exception Request
Form and provides the completed form and any required supporting
documentation to Agency Procurement

Agency Procurement creates a Sourcing Project (not a Sourcing
Request) in the Sourcing Tool, and selects Solicitation Vehicle to be
IT: Exception Request Only

Agency Procurement attaches the completed Standards or Security
Exception Request Form and supporting documentation to the
applicable approval task in the Sourcing Project and submits it for
approval

Sourcing Tool will route approval request first to Agency IT Security
Liaison for their approval

Once approved by the Agency IT Security Liaison, the Exception
Request will be automatically sent to the applicable NCDIT reviewers
for their approval in the Sourcing Tool

NCDIT Reviewers review and provide approval decision, which will
be sent to the Agency via the Sourcing Tool

If denied, Agency Procurement will work with applicable Agency
stakeholders to address identified issues and resubmit the Exception
Request in the Sourcing Tool for re-review and approval

Option B: Steps to Submit Standards or Security Exception
Request not related to an active IT procurement by Email

Agency user completes the Standards or Security Exception
Request Form and gathers required supporting
documentation

Agency user emails completed Exception Request form and
supporting documentation to dit.exceptions@nc.gov

NCDIT will create a Sourcing Project in the Sourcing Tool on
behalf of the Agency and submit the Exception Request Form
and supporting documentation for approval

Agency IT Security Liaison will be asked to approve the
Exception Request in the Sourcing Tool

Once approved by the Agency IT Security Liaison, the
Exception Request will be automatically sent to the applicable
NCDIT reviewers for their approval in the Sourcing Tool
NCDIT Reviewers review and provide approval decision,
which will be sent to the Agency via the Sourcing Tool or
email

If denied, Agency Procurement will work with applicable
Agency stakeholders to address identified issues and
resubmit the Exception Request in the Sourcing Tool for re-
review and approval



mailto:dit.exceptions@nc.gov
mailto:dit.exceptions@nc.gov

Support Resources

There are multiple options to help better understand the Exception Request Process.

» Direct specific subject-matter questions to the respective NCDIT
team member
o Procurement Exception: Statewide IT Procurement Office
o Standards Exception: NCDIT ESRMO, NCDIT EA, NCDIT EPMO
o Security Exceptions: NCDIT ESRMO

* General questions about the Exception Request process can be sent
to dit.exceptions@nc.gov

* For details about the streamlined IT procurement process that is
enabled through the NC eProcurement Sourcing Tool and Contracts
Tool, please see the [T Procurement Process Playbook / Training
Guide

* If you have any questions or issues accessing or using the NC
eProcurement Sourcing Tool or Contracts Tool to submit an
Exception Request, please contact the NCEP Help Desk at 888-211-
7440, option 3, send an email to ephelpdesk@its.nc.gov



mailto:dit.exceptions@nc.gov
https://it.nc.gov/media/3402/open
https://it.nc.gov/media/3402/open
mailto:ephelpdesk@its.nc.gov
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