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1. About this Guide 

This guide is a reference for individuals and business users who use their NCID’s to access 
applications offered by the North Carolina government . Using this guide, the reader will learn to 
set up and manage authentication method(s) offered as part of NCID MFA (Multifactor 
Authentication). 

 

2. Introduction 

The North Carolina Identity Management Service – Next Generation (NCID) is adding the MFA 
feature to Single sign-on (SSO),  to allow applications, which required greater security, to 
require Multifactor Authentication (MFA) when users are logging into their applications. MFA 
offers enhanced security to applications integrated with Simeio SAML by requiring users to 
provide an  authentication  factors method in addition to their username and password.   

This guide provides the steps to enroll and manage MFA in MyNCID portal. 
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3. MyNCID portal 
Users of North Carolina Government applications are required to register for a  Username and 
password at the MyNCID portal.  

 

3.1 Self-Registering an account on MyNCID portal 

 

The self-registration steps are similar for each type of user; however, there are some differences. 
This section provides step-by-step instruction for creating an Individual account and highlights 
the differences for creating a business user.  

To self-register for an account:   

1. Open a Web browser and enter the following link https://myncid.nc.gov 

2. The “North Carolina Identity Management (NCID) Login” screen is displayed.  

Click on the Register Now link to begin the self-registration.  
  

 
Click “Register” to Create New Account  

 

 

 

3. The “NCID Registration” screen is displayed. Click on the one of the following user 

types:   

• Business  

• Individual (this is the one selected for the following information) 

 

 

https://urldefense.com/v3/__https:/nam10.safelinks.protection.outlook.com/?url=https*3A*2F*2Fmyncid.nc.gov*2F&data=05*7C01*7Cskamboj*40simeio.com*7C2d7f19899a294714615108dab5d04c9b*7C7e66661f7fd74559bb73dbad52718615*7C0*7C0*7C638022203495235943*7CUnknown*7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0*3D*7C3000*7C*7C*7C&sdata=GenF4MNv9J0uL18iZ9BYzic11J*2FETtLxGeYUfGrQ7JA*3D&reserved=0__;JSUlJSUlJSUlJSUlJSUlJSUlJSUl!!HYmSToo!bvwVLo9Hg4rR5zic-Tzdznp8DapKzlwtZH8z2TgpKVk3XrdROPUOtxFofKq5sgXZ4BHZvjUjN4oJu6Rex7o$
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Select “User Type”  

 

 

 

 

 

 

 

   

4. The registration form for the account type you selected on the previous screen is displayed. 

The following figure illustrates an example of a “Individual Account” registration screen.  It 

will be similar for a Business user with a few additional details. 
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Figure 2-3. Complete Registration Form  

 

5. The following table provides a description for each field displayed on the registration form. 

 

  

  

Field  Required Description  



NCID User Guide 

Page 8 of 62 Version 1.0 

 

 

Desired 
Username 

Yes 

Enter a user ID for your account. Your user ID will be used along with  
your password to authenticate you to NCID 
 
Upon creating the account, the system checks if the user ID is 
available. If it is unavailable, the system will tell you.  
Refer below Error Message –  
 

 
 
If you try creating an account with same email within 3 days window, 
the system will show you below error message – 
 

 
 
Important! 
Your user ID must contain 6 – 20 characters. If the ID exceeds the 
maximum  length, it will be truncated to 20 characters.   
 
User IDs are limited to the following characters: letters (A-Z; a-z), 
digits (0-9), hyphen (-) and underscore (_).  
  

Prefix No Select one of the listed prefixes, if applicable.  

First Name Yes Enter your first name. 

Middle Initial No Enter the initial of your middle name. 

Last Name Yes Enter your last name. 

Suffix No Select one of the listed suffixes, if applicable.  

Email Yes 

 
Enter an email address. 
 
Important! 
 
Duplicate email addresses are not allowed.  
 
A correct and current email address is vital to both creating and 
managing an NCID account.    

Confirm 
Email 

Yes 
Re-enter the email address to confirm it matches the value entered 
in the ‘Email Address’ field.  

Mobile 
Number 

No 
Enter your 10-digit mobile telephone number.  This will be used to send 
text messages/One Time Password (OTP) to your phone if needed. 
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Password Yes 

Enter a password. When you click on the “New Password” field, a 
password validation section is activated to ensure that the password 
you enter conforms to the State’s password policy.  
As you type the password, the validation radio button will turn green 
to indicate that each policy requirement has been met.  
 
Important!  
Passwords are case-sensitive. 
 
Must not include a common word or commonly used sequence of 
characters such as “password”, “ABC”, “AAA”, “123”. 
 
Password Validation 
 
1. Must be at least 8 characters long up to maximum of 64. 
2. Must not include your First name, Last name, or username. 
3. Must have at least 3 of the 4-character types below: 
 

• Uppercase (A-Z) 

• Lowercase (a-z) 

• Number (0-9) 

• Special characters like #,$,@,%,& etc. (Space is not allowed) 

Confirm 
Password 

Yes Re-enter your password again. 

 
7. Click “Save” button on the bottom right of the page.   

8. A confirm user Registration pop-up screen will appear with all the details entered by you. Review 

the details carefully and click on “Confirm” button on the bottom right of the page. 

9. The following message confirms that the account was successfully created and informs you that 

an email has been sent to the email address you provided during registration. You will need to 

follow the instructions in the email to enable the account.   

 

 
Account Successfully Created Message  

   
 
 

10. The following figure provides an example of the email. The message informs you that an account 

request was created, and it is associated to the email address you provided during registration. 

It indicates that the account was requested by you, and shows your user ID.  You will need to 

click on the URL to validate the account in NCID. The account will be deleted if you do not 

validate it within 3 days.   



NCID User Guide 

Page 10 of 62 Version 1.0 

 

 

 

 

   
Account Creation Email Notification  

11. Upon clicking on the URL, another message is displayed and states that your account has been 

created.  

 

 

 
Email validation and account activation Notification  

  

12. The page will automatically take you to your NCID login page where you need to enter your 

credentials to login. 

 

 
3.2 Accessing and Logging into the MyNCID Portal 

 

To begin using the NCID service, you will need to open a Web browser and log in using your NCID 
user ID and password.  For the best experience, we recommend using the latest Google Chrome 
or Microsoft Edge version of the browser as well as the version prior to the latest one. 

   

Note: You must have an account to log in to NCID. If you are a non-government employee, 
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you can create your own account using the self-registration service on the “Login” 
screen. Please refer to the Procuring an Account section on page 10 for more 
information.   

 

To access and log in to NCID:  

 

Pre-requisite: You should have a valid and active NCID Account. 

 

1. Open a Web browser and enter the following URL: https://myncid.nc.gov 

 
Enter URL in the Address Bar 

 

2. The “North Carolina Identity Management (NCID) Login” screen is displayed.  

 

Note: If you cannot view all the text or buttons on the Login screen, your web browser’s font 
setting may be too large. You will need to reduce the font size so all the text and graphics 
will fit on the screen. To reduce the size in Internet Explorer, click on the View menu, and 
select the Text Size option. Click on the desired size (i.e.: Medium). If you have a scroll wheel 
on your mouse, you can hold the ctrl key while turning the wheel toward yourself. 

 

 

3. In the “USERNAME” field, type [NCID user ID].   

Note: After entering the user ID click on the Next button to view password field. 
 

 

https://urldefense.com/v3/__https:/nam10.safelinks.protection.outlook.com/?url=https*3A*2F*2Fmyncid.nc.gov*2F&data=05*7C01*7Cskamboj*40simeio.com*7C2d7f19899a294714615108dab5d04c9b*7C7e66661f7fd74559bb73dbad52718615*7C0*7C0*7C638022203495235943*7CUnknown*7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0*3D*7C3000*7C*7C*7C&sdata=GenF4MNv9J0uL18iZ9BYzic11J*2FETtLxGeYUfGrQ7JA*3D&reserved=0__;JSUlJSUlJSUlJSUlJSUlJSUlJSUl!!HYmSToo!bvwVLo9Hg4rR5zic-Tzdznp8DapKzlwtZH8z2TgpKVk3XrdROPUOtxFofKq5sgXZ4BHZvjUjN4oJu6Rex7o$
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North Carolina Identity Management (NCID) Login 

 
 

4. In the “PASSWORD” field, type [NCID password]. 

 

    
North Carolina Identity Management (NCID) Login 

 

5. Click on “Sign On” button. 

6. After successful login, the NCID main screen (also referred to as the “Profile management 
Page”) is displayed.  
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North Carolina Identity Management (NCID) welcome screen. 
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4. Enroll in MFA via MyNCID portal 
 

4.1 MFA methods  

 

There will be four methods for NC MFA. A user can choose to enroll in one or more MFA 
methods.  

1. Email – In this method, the user will receive a One-Time Password (OTP) via email, which 
they will use for authentication.  

2. Text Message – With this method, the user will receive an OTP via text message on their 
mobile phone, which they will use for authentication.  

3. Phone Call – In this method, the user will receive an OTP through a voice call. The call 
will repeat the OTP three times, starting with the message "Your one-time password is...". 
Users will use this OTP for authentication. 

4. Authenticator App – This method uses push notification on Simeio IO authentication 
application installed on a user’s smartphone for authentication. Scheduled for a later 
phase. 

 
i. Recommended Two different MFA Setup: 

 

Important to Set Up Two Different MFA Methods for Safety, to keep your account safe, we 
use something called Multi-Factor Authentication (MFA). This means you need: 

• Your password (something you know), and 

• A second way to prove it’s really you (something you have like phone or email 
access). 

But here’s the important part: 

 

      Not all MFA methods are truly different 

 

     Let’s say you set up: 

• Text message and Authenticator app 

• Authenticator app and Phone call 

• Phone call and Text message 

 

     Both of these are on your phone. If your phone is lost, stolen, or not working you’re locked out 

 

                   What you should do instead 

 

                  Use two methods that come from different places. For example: 

• Your phone (Authenticator app or text message or Phone call) 

• Your email (which you can check on a laptop or another device) 
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                  This way, if your phone isn’t available, you still have a backup method to get into your account. 

 

      Why this is better 

 

• It keeps your account safer 

• You won’t get locked out if one method stops working 

• You’ll have more control over your account recovery 

 

NOTE: OTP is a One-Time Password consisting of 6-digit code that is valid for 10 minutes.  
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4.1 Add Enrollment in MyNCID portal 

 

1. Login to MyNCID portal. Go to  Accessing and Logging into the MyNCID Portal for instructions to 
login. 

2. Click on MFA tab on your profile page. 

 

 

3. Click on the ADD ENROLLMENT button. 
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4. You will see a pop-up window as shown below.  

 

 

 

4.1.1 Email  

 

NOTE: Compete Steps 1-3 in Add Enrollment in MyNCID portal  before this selection  

 

1. Click the dropdown menu arrow and choose Email as the enrollment method. 

 

 

 

 

2. Click on the ADD button. 
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3. The email field will be automatically populated with the email address you provided during 
registration of the MyNCID account. Click on the NEXT button. 

 

 

 

4. An OTP will be sent to your registered email address.  

  

 

 

5. If you received OTP, skip this step. If you did not receive an OTP, click on Resend code.  
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6. Enter OTP in the OTP textbox and then click the SUBMIT button. 

 

 
 

 

7. A success message will be displayed at the top of the screen. The screen also lists your enrolled MFA 
options. 
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4.1.2 Text message  

NOTE: Compete Steps 1-3 in Add Enrollment in MyNCID portal  before this selection  

 

1. Click the dropdown menu arrow and choose Text message as the enrollment method. 

 

 

 

 

2. Click on the ADD button. 

 

 

 

 

3. The phone number field will be automatically populated with the phone number you provided on your 
MyNCID profile. Click on the NEXT button. 
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4. If you did not have a phone number on MyNCID profile, you will have to key in your phone number in the 
textbox and click on the NEXT button.  

 

 

 

5. An OTP will be sent to your registered phone number.  

 

 

6. If you received OTP, skip this step. If you did not receive an OTP, click on Resend code.  
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7. Enter OTP in the OTP textbox and then click on the SUBMIT button. 

 

 

 
 

 

8. A success message will be displayed at the top of the screen. The screen also lists your enrolled MFA 
options. 
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4.1.3 Phone call 
 
 

NOTE: Compete Steps 1-3 in Add Enrollment in MyNCID portal  before this selection  

 

1. Click the dropdown menu arrow and choose Phone call as the enrollment method. 

 

 

 

2. Click on the ADD button. 

 

 

 

 

3. The phone number field will be automatically populated with the phone number you provided on your 
MyNCID profile. Click on the NEXT button. 
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4. If you did not have a phone number on MyNCID profile, you will have to key in your phone number in the 
textbox and click on the NEXT button.  

 

 

 

 

5. You will receive a call to your registered phone number. The call will repeat the OTP three times, starting 
with the message "Your one-time password is...". 

 

6. If you receive a call for OTP, skip this step. If you did not receive a call for OTP, click on Resend code.  
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7. Enter OTP in the OTP textbox and then click on the SUBMIT button. 

 

 

 

 

 

8. A success message will be displayed at the top of the screen. The screen also lists your enrolled MFA 
options. 
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4.1.4 Authenticator  

 

NOTE: Compete Steps 1-3 in Add Enrollment in MyNCID portal  before this selection  

 

1. Click the dropdown menu arrow and choose Authenticator as the enrollment method. 

 

 

 

2. Click on the ADD button. 

 

 

 

 

3. Once the Authenticator is selected you will be prompted with the below screen 
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4. Launch the Simeio Authenticator app on your mobile device 
 
 

 
 
 

5. Using the Passcode or Pattern or the biometric sign-in ( Fingerprint or Face lock) login to the Simeio 

Authenticator application 
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6. Click on Add account 
 

 
 

7. Simeio Authenticator App will prompt to scan the QR code (Scan the QR code from step 3) 
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8. Once it’s been scanned you will be able to see the processing screen  
 

 
 
 
 
 

9. Once the processing is completed your account will be successful. 
 

 
 

10. Your Account will be successfully added into Simeio Authenticator app 
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11. A successful message will be displayed at the top of the screen. The screen also lists your enrolled MFA 
options. 
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4.1.5 Get Authenticator App 

 

1. If you don’t have Simeio Authenticator app on your mobile, please click on “GET AUTHENTICATOR 
APP” which you can see in the below screenshot at the bottom. 

 

 

2. You will be prompted with below QR code on your screen to scan from your mobile device which 
directs you to download the Simeio Authenticator app through Google play store for Android/App 
store for iPhone. 
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3. Once you have downloaded the Authenticator app, please click on “ Go Back & Verify by SIMEIO IO 
Authenticator app”. You need to open the Authenticator app and click on Add account option and 
scan the QR code which is displayed on your screen using Authenticator app through your mobile 
phone. 
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4. Once the processing is completed your account will be successfully added into your Simeio Authenticator app. 
 

 

    
 
 

5. Now you can see your device is registered with Authenticator 
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6. A successful message will be displayed at the top of the screen. The screen also lists your enrolled 
MFA options. 
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4.2 Modify MFA Enrollment in MyNCID portal  

 

4.2.1 Modify the Phone Number and Email Address 
linked with MFA. 

 

• Updating your email address and phone number on your MyNCID profile 
page automatically updates your MFA for future logins to the applications 

that require MFA. 

• Alternatively, after updating your email address and phone number on your 
MyNCID profile page, you can delete enrollment and then add enrollment 
on the MFA page of your MyNCID portal to update MFA. 

 
4.2.1.1 Email 

 

1. On your profile page of MyNCID portal, click on the edit button on EMAIL field. 

 

 

2. You will see a pop-up window as shown below.  
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3. You will have to key in your complete email address in the textbox and click the SEND 
OTP button. 

 

 

 

 

4. An OTP will be sent to the newly updated email address.  

 

 

5. Enter OTP in the OTP textbox and then click on the VERIFY button. 
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6. If the OTP is correct, your email address will be verified and shown in your MyNCID profile as below. 

 

 

 
4.2.1.2 Phone Number 

 

1. On your profile page of MyNCID portal, click on the edit button on MOBILE NUMBER 
field. 
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2. You will see a pop-up window as shown below.  

 

 

 

3. You will have to key in your phone number in the textbox and click the SEND OTP 
button. 

 

 



NCID User Guide 

Page 43 of 62 Version 1.0 

 

 

 

 

4. An OTP will be sent to the newly updated phone number.  

 

 

5. Enter OTP in the OTP textbox and then click on the VERIFY button. 

 

 

 

6. If the OTP is correct, your phone number will be verified and shown in your MyNCID profile as below. 
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4.2.2 Change Default MFA Enrollment Method 

 

There are two ways to update default enrollment method: 

• During the enrollment of the second or subsequent enrollment methods. 

Or  

• After 2 or more of the enrollment methods are added. 

 

4.2.2.1 During the enrollment 

 

1. Click on the ADD ENROLLMENT button. 

 

 

 

 

2. You will see a pop-up window as shown below.  

 

 

 

3. Click the dropdown menu arrow and choose your preferred enrollment method. (In this case, we have used 
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phone call as default MFA) 

4. Click on the ADD button. 

 

 

 

5. Enter your phone number if it is not already populated. Click on the NEXT button. 

 

 

 

6. An OTP will be sent to the enrollment method chosen by you. 

a. Enter OTP in the textbox. 

b. Tick the checkbox for “Make as default.” 

c. Click on the SUBMIT button. 
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7. A success message will be displayed at the top of the screen. You will notice the radio button is now 
selected on the newly chosen default enrollment method. 
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4.2.2.2 After completion of the enrollment 
 
 

1. Select the radio button next to the MFA you wish to set as the default. 

 

 

 

2. You will see a pop-up window as shown below. Click on the CHANGE button. 

 

 

 

3. An OTP will be sent to the default method you have chosen. (In this case, we have used text 
message as default MFA) 



NCID User Guide 

Page 50 of 62 Version 1.0 

 

 

 

 

4. Enter OTP in the OTP textbox and then click on the SUBMIT button. 

 

 

 

5. A success message will be displayed at the top of the screen. You will notice the radio 
button is now selected on the newly chosen default enrollment method. 
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4.3 Delete Enrollment in MyNCID portal  
 

NOTE: You cannot delete the default enrollment method directly. To delete the default 
enrollment method, you must first set another method as the default, and then proceed 

with deleting it. 

 
1. The delete button becomes visible when you hover the mouse cursor over the MFA method you wish 

to delete. 

2. Click on the Delete button. 

 
 

3. You will see a pop-up window as shown below. Click on the REMOVE button. 

 

 

 

4. A success message will be displayed at the top of the screen to indicate the deletion was 
successful. 
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5 Enroll MFA via an application that requires MFA 
 

5.1 MFA Enrollment during Application login 
 

1. Enter the username and password on an application that requires MFA to login. 

2. If you haven't enrolled for MFA through the MyNCID portal, you'll be prompted to enroll when 
logging into an application that requires MFA.  

3. If you have a phone number listed on your MyNCID profile, you will see 4 MFA enrollment methods 
as shown in the screen below. 

 

4. If you do not have a phone number listed on your MyNCID profile, you will see 2 MFA enrollment 
methods as shown in the screen below.  

 

5. If you prefer to receive a text message or phone call for multi factor authentication, please login 
to MyNCID.nc.gov portal and update your profile to include your phone number. You will then need 
to enroll your phone number for MFA. 
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5.1.1 Email 
 

NOTE: Complete steps 1-5 in MFA Enrollment during Application login before this selection. 

 

1. Click on the Email button. 

2. An OTP will be sent to the registered email address.  

3. If you received OTP, skip this step. If you did not receive an OTP, click on Resend OTP.  

4. Enter the OTP in “ONE TIME PASSWORD:” textbox. Click on the Submit button. 

 

 

 

5. If your OTP is accepted, you will be directed to your application. Email has now been 
successfully enrolled for MFA.  
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5.1.2 Text Message  

 

NOTE: You must have a phone number in your MyNCID profile to enroll Text Message for 
MFA. 

NOTE: Complete steps 1-5 in MFA Enrollment during Application login before this selection. 

 

1. Click on the Text Message button. 

 

 

 
2. An OTP will be sent to your registered phone number via a text message.  
3. If you received OTP, skip this step. If you did not receive an OTP, click on Resend OTP.  
4. Enter the OTP in “ONE TIME PASSWORD:” textbox. Click on the Submit button. 
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5. If your OTP is accepted, you will be directed to your application. Text Message has now been successfully 

enrolled for MFA.  

 
5.1.3 Phone Call 

 

NOTE: You must have a phone number in your MyNCID profile to enroll Phone call for MFA. 

NOTE: Complete steps 1-5 in MFA Enrollment during Application login before this selection. 

1. Click on the Phone Call button. 

 

 

 
2. You will receive a call to your registered phone number. The call will repeat the OTP three times, starting 

with the message "Your one-time password is...". 

3. If you receive a call for OTP, skip this step. If you did not receive a call for OTP, click on 
Resend OTP.  

4. Enter the OTP in “ONE TIME PASSWORD:” textbox. Click on the Submit button. 
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5. If your OTP is accepted, you will be directed to your application. Text Message has now been successfully 

enrolled for MFA.  

 

 
5.1.4 Authenticator  

NOTE: You must have Authenticator in your MyNCID profile to enroll for MFA. 

NOTE: Complete steps 1-5 in MFA Enrollment during Application login before this selection. 

1. Click on the Authenticator button. 

 

 

 
2. After clicking on the Authenticator in the above screen, you will be prompted with below screen to scan 

the QR code from Simeio Authenticator application through your mobile phone. 
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3. You need to Open the Simeio Authenticator application and tap on Scan QR code button and scan the QR 

code, which is shown on the above screen. Once the QR code is scanned you will be able to view the 
screen on your phone. 
 

 
 

4. If your Authenticator is Successful, you will be directed to your application. Authenticator has now been 
successfully enrolled for MFA.  
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5.1.5 Get Authenticator App 

1. Click on the Authenticator button. 

 

 

 

2. If you don’t have Simeio Authenticator app on your mobile, please click on “GET 
AUTHENTICATOR APP” which you can see in the below screenshot at the bottom. 

 

3. You will be prompted with below QR code on your screen to scan from your mobile device 
which directs you to download the Simeio Authenticator app through Google play store for 
Android/App store for iPhone. 
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4. Once you have downloaded the Authenticator app, please click on “ Go Back & Verify by 
SIMEIO IO Authenticator app”.  

 

 
 
5. You need to Open the Simeio Authenticator application and tap on Scan QR code button and scan the QR 

code, which is shown on the above screen. Once the QR code is scanned you will be able to view the 
screen on your phone. 
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6. If your Authenticator is Successful, you will be directed to your application. Authenticator has now been 
successfully enrolled for MFA.  

 


