NCID CITIZEN IDENTITY PROJECT — DIRECTORY SYNC INTEGRATION

Project Overview

The N.C. Department of Information Technology is updating the N.C. Identity Management (NCID) service through the
Citizen Identity Project. This involves enhancing security, improving self-service and moving external user identities from
the department’s on-prem infrastructure to a modern cloud-based service. Additional details and timeline information
can be found at: https://it.nc.gov/support/ncid/ncid-citizen-identity-project

Directory Sync Integration Overview

Currently NCID eDirectory synchronizes both internal and external users to the Agency Active Directory. At cutover,
NCID will no longer sync external users to the Agency Active Directory. NCID will only continue to internal users to the
Agency Active Directory as applicable. Applications will need to establish connectivity with Simeio’s Ping Directory to set
up synchronization of external users to the Agency Active Directory.

Definitions

Cutover: At this point in time, all External identities would be migrated from NCID eDirectory to Simeio-Ping
Directory in Production.

Data Sync Server: This Server is a data synchronization server that is used to synchronize external users’ data in
real-time from Simeio Ping Directory to the Shared LDAP.

External user identities: Individual user accounts and Business user accounts

Internal user identities: State employee user accounts and Local Govt employee user accounts

NCID eDirectory: It is a repository that currently stores internal and external user identities. After successful
migration to Simeio, NCID eDirectory will act as the source of truth for all identity attributes associated with the
internal user’s profile.

NetlQ AM: NetlQ Access Manager.

Ping Directory: It is an LDAP repository that stores the external identities. It will act as the source of truth for all
identity attributes associated with the external user’s profile.

Ping Federate: It is a federation server that enables external user authentication and Single Sign-On for
applications (HTTP Proxy & SAML Apps). It delegates authentication of internal users to NetlQ AM (1FA) and
Azure AD (MFA).

Ping One: It provides Multi-Factor Authentication (MFA) for external users.

Application User Impact after Cutover

1)

For New User Registration for NCID Account and for Self-Service options (Forgot Username, Forgot Password,

Unlock Account)

e External Users (Individual Users and Business Users): They would go to https://myncid.nc.gov.

e Internal Users (State Employee Users and Local Govt Employee Users): No change. They would continue to
go to https://ncid.nc.gov.

2) Application access flow: No change.

Application Admin Impact after Cutover

1)

Role Assignment:

e To manually assign a role to External users (Individual Users and Business Users): They would go to
https://myncid.nc.gov.

e To manually assign a role to Internal Users (State Employee Users and Local Govt Employee Users): No
change. They would continue to go to https://ncid.nc.gov.

e To programmatically assign a role to External or Internal users through Web Service Integration: No change.
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2) App Membership Report:
e Toview the report for External users (Individual Users and Business Users): They would go to
https://myncid.nc.gov
e To view the report for Internal Users (State Employee Users and Local Govt Employee Users): No change.
They would continue to go to https://ncid.nc.gov.

Preparing for Cutover

e Application team

o Will provide the following information to Simeio:

1. DNS to connect to (host & port)

2. Service account (bind DN and password)

3. Base DN where the user accounts are hosted

4. List of attributes that will be required for synchronization
o Willinitiate the setup of a VPN tunnel between Simeio-Ping Directory and Agency Application Directory.
o Provide the necessary support to Simeio team to integrate the application with Simeio Directory Sync.
o Help validate External users account attributes are correctly populated in Agency Directory.

e NCID team to help coordinate with the application team and Simeio team.

o Simeio team will work with the Application team to establish connectivity between Simeio-Ping Directory and
Agency Application Directory. Simeio team will configure/deploy the driver (Ping Directory Sync Tool) to sync
external users with non-null passwords set in Simeio to Agency Application Directory and lock-out status set in
Agency Application Directory back to Simeio-Ping Directory.

At Cutover

e Simeio team: Enable the synchronization to sync external users to customer repository.
o NCID team: Implement Driver change (IDV) to not sync external users to customer repository.
e Application team will ensure that right after cutover:
o An existing external user (whose account was migrated from NCID to Simeio) can successfully access their
application.
o A new external user (who registered their NCID account in Simeio after cutover and was provided appropriate
access to the application by the application admin) can successfully access their application.
o If applicable, an internal user can successfully access their application.
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