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DISCLAIMER:  This presentation contains simulated phishing attacks. The trade names/trademarks of third parties used in this presentation are solely for illustrative and educational purposes. 
The marks are property of their respective owners and the use or display of the marks does not imply any affiliation with, endorsement by, or association of any kind between such third parties and 

KnowBe4.
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https://www.nytimes.com/2022/09/14/opinion/international-world/china-espionage.ht
ml
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Brandon Wales, Executive Director of the Cybersecurity and 
Infrastructure Security Agency, in Washington last year. 
PHOTO: POOL/REUTERS

● “Cybersecurity needs to be driven at the board level - you 
don’t want to start thinking about  cybersecurity after your 
network has been brought down by a ransomware 
operation”

● “Recently the US Securities & Exchange Commission 
proposed that companies be required to disclose detail on 
board members’ cyber expertise and how often the board 
addresses cybersecurity.”

● “Already critical infrastructure operators such as financial 
services firms and pipelines MUST comply with 
government-mandated cybersecurity requirements... Over 
time that pressure will grow.”

https://www.wsj.com/articles/companies-should-treat-cyber-threats-as-core-business-risk-u-s-cyber-official-say
s-11663701802
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DEEP FAKES ARE HERE
AND WE ARE NOT PREPARED…

Q2 FBI Warning:
“Deep Fakes Used to Apply for Remote Jobs in Tech”

Business Identity 
Compromise (BIC)



“Cyber threats are no longer 
solely the domain of the 
CISO…”

https://www.pwc.com/us/en
/library/pulse-survey/manag
ing-business-risks.html

● View Cybersecurity as a broad 
business concern, not just an IT 
issue

● Educate your employees on 
cybersecurity practices

● For each new business unit, make 
sure there’s a SA Plan

● Use data & intelligence to regularly 
measure your cyber risks

https://www.pwc.com/us/en/library/pulse-survey/managing-business-risks.html
https://www.pwc.com/us/en/library/pulse-survey/managing-business-risks.html
https://www.pwc.com/us/en/library/pulse-survey/managing-business-risks.html


Protect Your High Value Targets!



New eBook - 
Password Policy

Recommended Password 
Policy Summary:

“Passwords and Password Policy 
comes down to risk acceptance and 

individual risk decisions. This 
whitepaper will make you a far better 

informed password and password 
policy implementer!”

Roger Grimes

https://info.knowbe4.com/wp-password
-policy-should-be

https://info.knowbe4.com/wp-password-policy-should-be
https://info.knowbe4.com/wp-password-policy-should-be


VERIZON’S 2022 DBIR (15th Year) 
“82% of breaches involved the human element”



RANSOMWARE

https://www.verizon.com/business/re
sources/reports/2022-msi-report.pdf
x
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NEW! 2022 Phishing by Industry Benchmark Report

https://info.knowbe4.com/phishing-by-industry-b
enchmarking-report

https://info.knowbe4.com/phishing-by-industry-benchmarking-report
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Best Practice: Plan Like a Marketer, Test Like an Attacker…



TOP 5 
ATTACK 
VECTORS:
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A security culture lives and breathes 
within every organization. 

The question is how strong, intentional 
and sustainable is your security culture. 
And what do you need to do about it?



2022 Security Culture Report - Q2
KnowBe4 Research  
https://www.knowbe4.com/organizational-cyber-security-culture-research-report

https://www.knowbe4.com/organizational-cyber-security-culture-research-report


Our Security Culture Model is the industry’s 1st maturity model specifically 
designed to measure security culture. This is science-backed research. When 
you think of Security Culture, it really comes down to human behaviors & 
human psychology - how do you create & sustain positive behaviors within 
your organization?

https://www.knowbe4.com/security-culture-maturity-model

https://www.knowbe4.com/security-culture-maturity-model


Build an Army - advocates spread across the organization in every department, region and 
country who can further translate and embed the security message within your organization. 

Ensure a constant stream and reinforcement of security messaging moving through the 
organization. Your champions are culture carriers that act as evangelists to expand the message.

Champions do not need to be security experts, but they should be influencers in their areas, 
having the ability to engage their peers in ways that are relevant and meaningful. 

Provide champions with the messaging content and give them the liberty to translate and 
communicate that content in ways that are most effective for their audience. By localizing this 
messaging through champions, you now have a tremendous reach within the organization. 

Look for people who know how to be heard and drive change. Champions drive the culture 
and share feedback on what is and is not working. 

Free WP:  Building an Effective & Comprehensive Security Awareness Program
Joanna Huisman, KnowBe4 SVP Strategic Insights & Research 
https://info.knowbe4.com/wp-building-effective-comprehensive-sat

Building a Cyber Champions Advocacy Group

https://info.knowbe4.com/wp-building-effective-comprehensive-sat


● On-Demand Webinar
● Whitepaper
● Interactive Training Modules
● Interactive Games
● Newsletters
● Posters & Digital Signage
● Security Docs & Awareness Tips

CYBERSECURITY AWARENESS INTERACTIVE 
WEEKLY PLANNER WITH THEMES! AVAILABLE 
IN THE MOD STORE NOW! #CyberAware

https://www.knowbe4.com/cybersecurity-awareness-month-resource-kit 

https://www.knowbe4.com/cybersecurity-awareness-month-resource-kit


https://www.knowbe4.com/cybersecurity-activity-kit

https://www.knowbe4.com/cybersecurity-activity-kit


https://staysafeonline.org/programs/cybersecurity-awareness-month/

● Block the Bullies
● Protect your Personal Information
● Play in Disguise
● Parental Controls

It’s easy to stay safe online!

https://staysafeonline.org/programs/cybersecurity-awareness-month/


Cyber Mindfulness - 8th Layer Insights
“why we think the things we think and do the things we do…using Cyber Mindfulness to reduce risk 
at your organization”  https://thecyberwire.com/podcasts/8th-layer-insights/21/transcript

https://thecyberwire.com/podcasts/8th-layer-insights/21/transcript


● Starts at the Top - Need to have Consistent & Enthusiastic Executive Support
● Clearly Defined and Communicated Mandate with a strong alignment to 

Corporate Security Policies
● Role Modeling - Lead your Employees Accordingly - Positive Reinforcement
● Engaging a Pro - Align with a vendor that can provide multiple types of 

content, versions and varieties that appeal to all different learning styles
● Think Like a Marketer!  Monthly Simulated Phishing & Frequent Messaging in 

different formats (posters, digital signage, newsletters, short humorous 1min 
videos, etc.) to reinforce the message and create the secure culture and 
behaviors you are wanting to create

● Build an Advocates Group - “Cyber Champions” - that can help reinforce and 
expand the message in all areas of your organization

Exec Takeaways for your SAC Program…



https://insideman.knowbe4.com/

https://insideman.knowbe4.com/


Know more about KnowBe4. 
knowbe4.com
855.566.9234

Thank You!
Q&A


