
Building a Better Third-Party Cyber 
Risk Program
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cCurrent TPRM Environment & Challenges

The global digital ecosystem introduces cybersecurity risks to every organization. 
Cyber resilience and risk mitigation are significant challenges.

67%

of companies 
report that third 
party risk 
management 
has gained 
visibility 
among 
executives and 
the board, last 
year.

45%

of companies 
are still using 
spreadsheets
to assess their 
third parties

The 2022 Prevalent Third-Party Risk Management Industry Study

38%

of companies 
have experienced 
a significant 
disruption, 
monetary loss, 
or reputational 
damage as a 
result of a third 
party within the 
last three years

52%

of companies 
report not 
having 
sufficient 
capabilities in-
house to 
manage the third 
party risks they 
face

77%

say that the 
pandemic 
made it clear 
it's time to 
overhaul
their TPRM 
operating 
model

KPMG Third-Party Risk Management Outlook 2022



cTPRM Program Workflow

Vendor Selection Onboarding

Monitoring

Change in Risk or 
Reassessment Period

Collaboration

Reporting

Contract 
Negotiations

Cyber Risk 
Assessment

Inherent Risk 
Assessment

Agency & Procurement Legal

Cybersecurity



cTPRM Workshop Statistics



cTPRM Goals and Challenges



cTPRM Process



cTPRM Goals and Challenges



cContinuous Monitoring



cTPRM Program Workflow with Data

Vendor 
Selection Onboarding

Monitoring

Change in Risk or 
Reassessment Period

Collaboration

Reporting

Actions
● Vendor Outreach
● BitSight Platform and 

Services

● BitSight Rating & Risk Vectors
● BitSight security control 

observations
● Questionnaire to Data 

Mapping

Contract 
Negotiations

Cyber Risk 
Assessment

Inherent Risk 
Assessment

Business & Procurement Legal

Cybersecurity
● BitSight Ratings
● Vendor Criticality / Tier

Alerts
● Thresholds
● Breaches
● Ransomware
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Let’s discuss a (quite possible) example, based upon a real story….
Source: The Ransomware Files Podcast - September 15th, 2022 “The Adult Boutique”

This could happen to your 
Third Party…



c

A ransomware attack occurs in one of your vendors, and you rely on them to provide:
● Specialized Medical Equipment?
● Physical Security Services?
● Manufacturing for a State project

They are small, because they are somewhat specialized. They also may be in an industry which cannot afford or does not 
invest in strong cybersecurity…or even a large IT department

Your vendor is small, and so 
is their IT department



cA ransomware attack

The company accountant has left his desktop 
open from the Internet with the password set as 
the street address of the company

The ransomware gang demands a Bitcoin for 
every computer - CEO scrambles to procure



cA ransomware attack

It is determined that they can afford to save four 
critical systems

The CEO gets very creative to procure Bitcoin



cA ransomware attack

Ultimately the systems are decrypted, but it has 
created an existential threat for the company

A short time later, the CEO decides to 
shutter the business
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But what does matter is:
● The business disruption for your third party
● The project for the State of North Carolina has stopped
● The viability of the third party partner is in doubt

All this detail might not 
matter…
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Likelihood of being a ransomware victim

If the security rating drops below 600 
as compared to an organization with a 
750 or higher
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7x If the Patching Cadence Grade is C or lower

If the TLS/SSL Configurations Grade is C or lower

If the TLS/SSL Certifications Grade is C or lower
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PulseSecure Group2.6x

Ransomware Research



Breach Correlation and Alert Setting

*AIR Worldwide reviewed and approved our data and analyses ** A Growing Risk Ignored: Critical Updates *** Beware the Botnets: Botnets correlated to a higher Likelihood of a Significant Breach

If 50% of your computers run outdated 
Operating System versions3x

If your Botnet Grade is B or lower
or the File Sharing grade is B or lower
or the Open Ports grade is F

BitSight provides a measurable range of risk and is the only ratings solution with a third 
party verified correlation to breaches.

2x

<400

400-500

500-600

600-700

>700

x5

x4

x3

x2

** ***

Likelihood of suffering a data breach

If your security rating drops below 400 
as compared to an organization with a 
700 or higher

5x
*

Proprietary & Confidential © BitSight 
Technologies, Inc.

http://www.air-worldwide.com/Publications/Infographics/Global-Cyber-Resilience/
https://info.bitsighttech.com/bitsight-insights-a-growing-risk-ignored-critical-updates
https://www.bitsighttech.com/blog/two-years-later-still-at-least-twice-as-likely
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Third Party Vulnerability 

Process

Collaboration is critical
● Within the State agencies 

and departments
● With third parties, vendors, 

suppliers, and service 
providers



c
Prepare, Identify and 

Respond



Questions?
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