
Cyber Crime:
The Threat is Real! 

State of North Carolina
Cyber Symposium - October 2021
Andrew Guay-ENT CSM & Kathleen Gardner-VP Customer Relations 

DISCLAIMER:  This presentation contains simulated phishing attacks. The trade names/trademarks of third parties used in this presentation are solely for illustrative and educational purposes. 
The marks are property of their respective owners and the use or display of the marks does not imply any affiliation with, endorsement by, or association of any kind between such third parties and 

KnowBe4.
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Agenda
Intro to KnowBe4
Threat Intel

Cyberwarfare
NIST Recommendations

Engagement
Phishing Benchmarking 2021 Report
Assessments - Awareness & Culture
Value Adds & Resources

Demo Presentation
Building a Phishing/Training Campaign
Automation in the Platform - Ease of Use



 



https://media.defense.gov/2021/Jul/01/2002753896/-1/-1/0/CSA_GRU_GLOBAL_BRUTE_FORCE_CAMPAIGN_UOO158036-21.PDF

https://media.defense.gov/2021/Jul/01/2002753896/-1/-1/0/CSA_GRU_GLOBAL_BRUTE_FORCE_CAMPAIGN_UOO158036-21.PDF


VERIZON’S 2021 DATA BREACH INVESTIGATION REPORT:

Verizon’s latest report puts a spotlight on one of the largest and most unpredictable risk factors 
in your cybersecurity strategy - your users…

According to the Report:  PHISHING is #1 Threat Action (involved in 36% of breaches) 
85% of data breaches involved a human element! Approximately 1/3 of data breaches involve Social Engineering



Cisco’s 
Cybersecurity 
Threat Trends 
2021 Report



The # of attacks 
on governmental 
institutions 
(amongst all 
attacks on 
organizations) 
soared from 12% 
in Q12021 to 20% 
in Q22021

ptsecurity.com



SP 800-53 Rev. 5 Security & Privacy Controls for Information Systems & Organizations:
https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final

Critical New Language to Sections Covering Security Awareness

● Provide Frequent Simulated Social Engineering Testing to include “providing practical exercises 
no-notice attempts to collect information, gain unauthorized access, or simulate the adverse impact 
of opening malicious em attachments or invoking, via spear phishing attacks, malicious web links”

● NIST Recommendation - NO NOTICE
● NIST Recommendation - NOT ONE-DIMENSIONAL
● NIST Recommendation - INC HIGHLY CRAFTED SPEAR PHISHING ATTACKS

In essence, NIST is saying your simulated social engineering testing needs to reflect real world 
threats so that you have a true understanding of your susceptibility to such threats!

https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final


According to our research, the majority of the emails that are 
reported to us use social engineering schemes that have 
been around for many years.

• Fake invoices, POs, and RFQs
• “Your invoice is past due. Click here to pay it now.”

• Fake package/parcel delivery notifications

• Fake file delivery/sharing/signing notifications

• Bogus online account verifications/updates

• Email upgrade/update notifications
• “Your email is due for upgrade. Upgrade your email or ALL emails will 

be deleted. UPGRADE NOW.”

• Email password expiration notifications
• “Your password is expired. Enter your account portal now to create 

your new password so you can log in.”

• Email deactivation warnings
• “Your email will be deactivated if you don’t click here to cancel 

deactivation.”

 

What techniques do hackers use most of 
the time?



Most Interesting Phishing Techniques: Timer

example 
of actual 
phishing 
email 
received 
@ 
KnowBe4





Security
Awareness
Proficiency
Assessment

Available in 
the 
Modstore!

Know where 
to tailor your 
training 
campaigns!



Security
Culture
Survey

KnowBe4 Research
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RESOURCES...

Cybersecurity 
Awareness Kit 

is out for 
October!

Developing a Successful SA 
Program - 5 Part Series:
https://support.knowbe4.com/hc/en-us/articl
es/4406863822483#h_01FFGCHGPA58A26A

M2J0DMDE2X

On-Demand 
Webinar

E-Book

Interactive Weekly 
Planner

Interactive 
Courses

Videos

4 Infographics

4 Tip Sheets

4 Posters/Digital 
Signage

https://support.knowbe4.com/hc/en-us/articles/4406863822483#h_01FFGCHGPA58A26AM2J0DMDE2X
https://support.knowbe4.com/hc/en-us/articles/4406863822483#h_01FFGCHGPA58A26AM2J0DMDE2X
https://support.knowbe4.com/hc/en-us/articles/4406863822483#h_01FFGCHGPA58A26AM2J0DMDE2X




https://www.comparitech.com/blog/information-security/government-ransomware-attacks/

In 2020, 79 individual 
ransomware attacks were 
carried out against US 
government organizations, 
potentially impacting 71m 
people & costing an est’d 
$18.88 billion in downtime 
and recovery costs.

Over the last few years, 
ransomware has become a 
huge cause for concern. For 
gov entities, it can mean 
extended downtime, lost files, 
and the inability to access key 
infrastructure and services, 
including 911 and utilities.

https://www.comparitech.com/blog/information-security/government-ransomware-attacks/


https://www.knowbe4.com/ransomware

https://www.knowbe4.com/ransomware


Live Demo 

KnowBe4
Console



ADVANCED REPORTING...what type of phishing emails are your users clicking on? 
(sample report)
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Q2 2021 

Top 10 
Reported 
Suspicious 
Emails

KnowBe4 RESOURCES...



knowbe4.com/home
course

Password: homecourse

Share this free resource with 
your friends & families...Security 
Awareness starts in the home!

Reduce risks your family faces.

NEW Homecourse



New Whitepaper:
Building an 

Effective and 
Comprehensive 

Security 
Awareness 

Program
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FRESH NEW 
CONTENT 
BREAKDOWN 
2021…

1,342 Pieces of 
Education & Training 
Content

319 Interactive 
Training Modules

489 Video Modules

23 Mobile-1st Modules

236 Posters & Artwork

248 Newsletters & 
Security Documents

25 Games

2 Assessments

2 Minute MP4 Videos...

Award Winning Content in the Modstore!



New 
Content 

Security 
Bytes - 
1 minute 
mp4 
format

Embed on 
your 
Intranet or 
Video 
stream site! 
Expand the 
message!



New Series September - Voice on Security...

From our Partners at The Security Awareness Company - humorous, original, combined with effective 
training techniques, ranging from 2-3 mins in duration. Now LIVE in the modstore!



https://insideman.knowbe4.com/

https://insideman.knowbe4.com/


Know more about KnowBe4. 
knowbe4.com
855.566.9234
kathleeng@knowbe4.com

Thank You!

mailto:kathleeng@knowbe4.com

