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$4.5 Million+
(In last 3 months of 2018)



https://www.youtube.com/watch?v=opRMrEfAIiI


Voice Phishing Example



Your Roles and Responsibilities



Whose Data Is It Anyway?
• Data Trustees - The data trustees are senior institutional 

officers who have both oversight and policy level 
responsibility for defined institutional data sets.

• Data Stewards - Data stewards are government 
employees with planning and management responsibility 
for defined institutional data sets.  

• Data Custodians / Security Officers - A data custodian is 
a government employee who has been assigned 
operational responsibilities for maintaining technical 
solutions and/or enforcing access procedures.

• Data Users - Data Users are employees who have been 
granted access to institutional data in order to perform 
assigned duties. 



Who Is The Weakest Link?



Do You Know Where 
Your Data Is?



I Got Fired For What?



Two Quick Laws to 
Know About



NC Identity Theft Protection Act
• SSN Protection
• Notification of Breaches
• Security Freezes
• Credit Monitoring Services

**Failure to report a breach is a violation of the
NC Unfair and Deceptive Trade Practices Act



NCGS §14-454.1. Accessing government computers.
(a) It is unlawful to willfully, directly or indirectly, access or cause to be 
accessed any government computer for the purpose of:

(1) Devising or executing any scheme or artifice to defraud, or
(2) Obtaining property or services by means of false or fraudulent 
pretenses, representations, or promises.

A violation of this subsection is a Class F felony.
(b) Any person who willfully and without authorization, directly or indirectly, 
accesses or causes to be accessed any government computer for any purpose 
other than those set forth in subsection (a) of this section is guilty of a Class H 
felony.
(c) Any person who willfully and without authorization, directly or indirectly, 
accesses or causes to be accessed any educational testing material or 
academic or vocational testing scores or grades that are in a government 
computer is guilty of a Class 1 misdemeanor.
(d) For the purpose of this section the phrase "access or cause to be 
accessed" includes introducing, directly or indirectly, a computer program 
(including a self-replicating or a self-propagating computer program) into a 
computer, computer program, computer system, or computer network. (2002-
157, s. 4.)



Any Questions
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