STATE OF NORTH CAROLINA
DEPARTMENT OF INFORMATION TECHNOLOGY (DIT)
STATEWIDE IT PROCUREMENT OFFICE

Statewide IT Contract Number 8010B Cybersecurity Professional Services
Bid / Solicitation Number DIT 500874-001

Contract Award Type MANDATORY FOR EXECUTIVE STATE AGENCIES
CONVENIENCE FOR ALL OTHER PUBLIC ENTITIES

Current Effective Dates August 10, 2026 through and including August 9, 2031
Five (5) Optional One (1) Year Renewal Terms

Contract Administrator Allison Howard
Email: allison.howard@nc.gov

ScoPE

The purpose of the Cybersecurity Professional Services State Term Contract is to provide qualified Vendors to
Agencies across the State to supplement in-house staff to provide the following IT Services Projects.

- Category A. Security Program Assessment and Consulting Services
- Category B. Application Risk Assessment and Consulting Services
- Category C. Penetration Test and Security Assessment Services

- Category D. Security Incident Readiness and Response Services

- Category E. Vulnerability Management Services

- Category F. Network Security Services

- Category G. Security Awareness and Training Services

- Category H. Security Implementation and Integration Services

- Category I. Security Operations Services

- Category J. Governance, Risk, and Compliance Services

- Category K. Application Security Services

- Category L. DevSecOps and Security Automation Services

- Category M. Identity and Access Security Services

- Category N. Data Security Services

- Category O. Cloud Security Services

- Category P. Third-Party Risk Management Services

- Category Q. Mobile Security Services

- Category R. Critical Infrastructure and Operational Technology (OT) Security Services
- Category S. Endpoint Security Services

THIS CONTRACT HAS NO SPENDING LIMIT
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ABNORMAL QUANTITY

There is no Abnormal Quantity provision for this contract.

ONLY TIME-LIMITED, FIXED PRICED, SCOPES OF WORK (SOWS) FOR PROFESSIONAL SERVICES
ARE ALLOWED USING THIS CONTRACT.

In accordance with best procurement practices, Statewide IT Procurement recommends that agencies solicit
pricing from multiple vendors whenever possible.

THIS CONTRACT SHALL NOT BE USED FOR ANY KIND OF STAFF AUGMENTATION.

STAFF AUGMENTATION SERVICES MUST BE REQUESTED USING THE IT STAFFING STATE TERM
CONTRACT.

The contract is a Statewide IT MANDATORY Contract for the use of Executive State Agencies and non-
Executive State Agencies as permitted by law.

This is a CONVENIENCE Contract for Non-Executive State Agencies which includes the North Carolina
University System and its member campuses, Instructional components of the Department of Public Instruction,
Instructional components of the North Carolina Community College System, as well as local (municipal and
county) governments.

Agencies with the need to acquire services not covered by this contract are required to follow the State of North
Carolina IT procurement rules, consistent with 09 N.C.A.C. 06 A & B and established procedures of the
Department of Information Technology (DIT).

Additionally, each agency is responsible for managing public records requests involved in the purchasing
process conducted under the 8010B Cybersecurity Professional Services Contract. This includes all records
necessary to fully document the procurement process in accordance with this contract and NC Statutes.

THE STATEMENT OF WORK:
The Scope of Work is essentially the "who," "what," "when," and "why" of the project. It conveys the vision,
purpose, and specific requirements of the project, specific deliverables to be provided by the vendor.

The Scope of Work also must precisely describe the content and format of the Statement of Work Response
expected from the prospective vendor.

It is important that the person writing the Scope of Work be very familiar with the master Cybersecurity
Professional Services contract and any future amendments. The Scope of Work is an extension of the
original solicitation. Familiarity with the master contract and all of its terms and conditions will eliminate repetition
and ensure that the Scope of Work complies with the master contract terms that the awarded vendors have
already agreed to.
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8010B CYBERSECURITY PROFESSIONAL SERVICES VENDOR LIST
CATEGORY A: SECURITY PROGRAM ASSESSMENT AND CONSULTING SERVICES

Security program assessment is an organized review of an organization’s security practices—
covering people, processes, technology, and governance—to understand its current maturity level,
identify opportunities forimprovements, and evaluate how mature it is compared to industry frameworks
like NIST CSF, ISO/IEC 27001, CIS Controls, or ISO/IEC 42001.

Vendor

Accenture LLP

Arthur J Gallagher (Pending)*

Assura, Inc.

Berry Dunn McNeil & Parker LLC
Bulletproof IT Security Services, a division of GLI
Capital Group Inc.

Cloud9 Security Services, Inc.

Cogent Infotech Corporation

CSRA State & Local Solutions, LLC

Cyber Alliance Consortium, LLC (Pending)
KPMG LLP

Kroll Associates, Inc.

Kyndryl, Inc.

Linea Solutions, Inc.

NTT Data Americas, Inc.

NuHarbor Security Inc.

Public Consulting Group, LLC

Robert Ferrilli LLC

RSI Systems, Inc. d/b/a RSI Security (Pending)
Science Applications International Corp
Second Renaissance Inc.

Sentinel Technologies Inc.

Slalom, Inc.

Soteria LLC

SteelToad Consulting LLC

Stellar IT Solutions

Tego Data Systems, LLC

World Wide Technology, LLC

CATEGORY B. APPLICATION RISK ASSESSMENT AND CONSULTING SERVICES

Application risk assessment services involve systematically identifying, analyzing, and evaluating
threats to and/or vulnerabilities in software to determine the likelihood and impact of security events.
The goal is to prioritize risks affecting business, data integrity, and compliance, and to recommend
targeted mitigation strategies before exploitation occurs.

Vendor

22nd Century Technologies, Inc.

Accenture LLP

Arthur J Gallagher Risk Management Services LLC (Pending)
Assura, Inc.
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CATEGORY C. PENETRATION TEST AND SECURITY ASSESSMENT SERVICES

A security assessment service evaluates an organization's protection of systems, networks, and data
against cyber threats by reviewing policies, configurations, employee practices, and technical controls.
It identifies security gaps, ensures regulatory compliance, and suggests improvements.

Penetration testing (pen testing) services are targeted, offensive activities that form part of a wider
security assessment. Ethical hackers conduct realistic attacks to uncover and exploit vulnerabilities in
systems, networks, or applications. While general security assessments may only point out possible
weaknesses, penetration testing shows if those vulnerabilities can truly be exploited and examines their
potential impact. Methods include phishing simulations, web application attacks, privilege escalation,

CGlI Technologies and Solutions Inc.

Cogent Infotech Corporation

CSRA State & Local Solutions, LLC

Kroll Associates, Inc.

Kyndryl, Inc.

Public Consulting Group, LLC

RSI Systems, Inc. d/b/a RSI Security (Pending)

Science Applications International Corp

SteelToad Consulting LLC

World Wide Technology, LLC

and other forms of assault.
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Vendor

Accenture LLP

Arthur J Gallagher Risk Management Services LLC (Pending)

Berry Dunn McNeil & Parker LLC

Group Inc.

Bulletproof IT Security Services, a division of GLI Capital

Buzzclan LLC

CGlI Technologies and Solutions Inc.

Cogent Infotech Corporation

Kyndryl, Inc.

Linea Solutions, Inc.

Mission Critical Partners, LLC

NTT DATA Americas, Inc.

NuHarbor Security Inc.

Optiv Security Inc.

Public Consulting Group, LLC

Richard S Carson & Associates, Inc.

RSI Systems, Inc. d/b/a RSI Security (Pending)

Science Applications International Corp

Sentinel Technologies Inc.

Soteria LLC

Stellar IT Solutions

Stern Security Inc.

World Wide Technology, LLC




CATEGORY D. SECURITY INCIDENT READINESS AND RESPONSE SERVICES

Security incident response readiness services focus on preparing, detecting, containing, and
resolving cybersecurity incidents. These services require clear procedures, skilled teams, and suitable
technologies in place before an attack occurs. This proactive approach helps reduce risks, minimize
security event impacts, and ensure business continuity through swift responses.

Vendor

22nd Century Technologies, Inc.

Accenture LLP

Arthur J Gallagher Risk Management Services LLC (Pending)
Assura, Inc.

CGlI Technologies and Solutions Inc.

Cogent Infotech Corporation

CSRA State & Local Solutions, LLC

Kyndryl, Inc.

Linea Solutions, Inc.

Robert Ferrilli LLC

RSI Systems, Inc. d/b/a RSI Security (Pending)
Science Applications International Corp
World Wide Technology, LLC

CATEGORY E. VULNERABILITY MANAGEMENT SERVICES

Vulnerability management services are specialized services provided by third-party experts to
identify, assess, prioritize, and remediate security weaknesses in an organization’s IT systems.

Vendor

Accenture LLP

Science Applications International Corp
Stellar IT Solutions

CATEGORY F. NETWORK AND CLOUD SECURITY SERVICES

Network and cloud security services refer to the combination of technologies, policies, controls, and
processes designed to protect data, applications, and infrastructure in both traditional network
environments and cloud-based systems from unauthorized access, misuse, and cyber threats.

Vendor

22nd Century Technologies, Inc.
Accenture LLP

Bulletproof IT Security Services, a division of GLI
Capital Group Inc.

CGI Technologies and Solutions Inc.
Cogent Infotech Corporation

CSRA State & Local Solutions, LLC

| Eight Eleven Group LLC

KPMG LLP

Mission Critical Partners, LLC

Optiv Security Inc.

Science Applications International Cor
World Wide Technology, LLC
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CATEGORY G. SECURITY AWARENESS AND TRAINING SERVICES

Security awareness and training services refer to structured educational programs designed to help
individuals, especially employees and contractors, recognize, avoid, and respond to cybersecurity
threats such as phishing, social engineering, and data breaches. These services aim to reduce the
likelihood of human error, promote consistent compliance with organizational guidelines, and
strengthen the overall security posture.

VENDOR

Accenture

Assura, Inc.

Cogent Infotech Corporation

CSRA State & Local Solutions, LLC
Mission Critical Partners, LLC

Reef Systems Corporation

Robert Ferrilli LLC

Science Applications International Corp
Second Renaissance Inc.

Sentinel Technologies Inc.

Soteria LLC

Tego Data Systems, LLC

World Wide Technology, LLC

CATEGORY H. SECURITY IMPLEMENTATION AND INTEGRATION SERVICES

Security implementation and integration services refer to the process of deploying, configuring, and
connecting security solutions, such as firewalls, intrusion detection/prevention systems, encryption
tools, identity and access management (IAM), and endpoint protection, within an organization’s IT
environment. By ensuring these tools work together seamlessly organizations can effectively protect
their data, systems, and meet compliance requirements.

Vendor
22nd Century Technologies, Inc.

Accenture LLP

Assura, Inc.

CGI Technologies and Solutions Inc.
Cogent Infotech Corporation

CSRA State & Local Solutions, LLC
| Eight Eleven Group LLC

Kroll Associates, Inc.

Kyndryl, Inc.

Planet Technologies, Inc.

World Wide Technology, LLC
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CATEGORY I. SECURITY OPERATIONS SERVICES

Security Operations, commonly known as SecOps, represents a comprehensive strategy that
integrates security practices within IT operations. SecOps aims to strengthen an organization’s
capacity. to prevent, detect, and respond to cyber threats while maintaining the confidentiality, integrity,
and availability of critical assets. This involves a coordinated system of people, processes, and
technology dedicated to effectively managing security incidents and risks.

Vendor

22nd Century Technologies, Inc.
Accenture LLP

Assura, Inc.

CSRA State & Local Solutions, LLC
Cyber Alliance Consortium, LLC (Pending)
| Eight Eleven Group LLC

Kyndryl, Inc.

NTT Data Americas, Inc.

NuHarbor Security Inc.

Optiv Security Inc.

OTM Cyber Corporation

Science Applications International Corp
Soteria LLC

World Wide Technology, LLC

CATEGORY J. GOVERNANCE, RISK, AND COMPLIANCE SERVICES

Governance, Risk, and Compliance (GRC) is a structured framework that integrates these three
critical components to help organizations achieve their objectives while managing uncertainty and
maintaining integrity. By streamlining processes and enhancing decision-making, GRC services ensure
that organizations consistently comply with relevant laws and regulations.

Vendor

22nd Century Technologies, Inc.
Accenture LLP

CGI Technologies and Solutions Inc.
CSRA State & Local Solutions, LLC
EnhanclIT LLC (Pending)

Kroll Associates, Inc.

Kyndryl, Inc.

Mission Critical Partners, LLC

Moda Experts (Ugaadhi Group, Inc. dba) (Pending)
Public Consulting Group, LLC

Robert Ferrilli LLC

Science Applications International Corp
Second Renaissance Inc.

Slalom, Inc.

Stern Security Inc.

Tego Data Systems, LLC

World Wide Technology, LLC
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CATEGORY K. APPLICATION SECURITY SERVICES

Application Security Services refer to the professional, technical, and process-based support
provided to organizations to protect software applications from threats, vulnerabilities, and security
incidents throughout their entire life cycle, from design and development to deployment and ongoing
operations through decommissioning.

Vendor

22nd Century Technologies, Inc.
Accenture LLP

Assura, Inc.

CGlI Technologies and Solutions Inc.
CSRA State & Local Solutions, LLC
Kyndryl, Inc.

Linea Solutions, Inc.

Science Applications International Corp
Stellar IT Solutions

World Wide Technology, LLC

CATEGORY L. DEVSECOPS AND SECURITY AUTOMATION SERVICES

DevSecOps is a way to build security into every step of software development, using automation to
catch problems early without slowing down delivery.

Vendor
22nd Century Technologies, Inc.
Accenture LLP
CSRA State & Local Solutions, LLC
| Eight Eleven Group LLC
Kyndryl, Inc.
Linea Solutions, Inc.
Science Applications International Corp
World Wide Technology, LLC

CATEGORY M. IDENTITY AND ACCESS SECURITY SERVICES

Identity and Access Security Services refer to the policies, technologies, and processes used to
ensure that the right people, devices, or software components have the correct level of access to the
right resources at the right time, while preventing unauthorized access.

Vendor

Moda Experts (Ugaadhi Group, Inc. dba) (Pending)
NTT DATA Americas, Inc.

Presidio Networked Solutions Inc.
Robert Ferrilli LLC

Science Applications International Corp
Slalom, Inc.

Soteria LLC

Stellar IT Solutions

Tego Data Systems, LLC

World Wide Technology, LLC
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CATEGORY N. DATA SECURITY SERVICES

Data security services are managed solutions and consulting offerings that help organizations protect
sensitive digital information from unauthorized access, loss, or corruption throughout its lifecycle.

Vendor

22nd Century Technologies, Inc.
Accenture LLP

Assura, Inc.

CAS Severn, Inc.

CGlI Technologies and Solutions Inc.
Cogent Infotech Corporation

CSRA State & Local Solutions, LLC
Kimble and Associates, LLC DBA KUMA, LLC (Pending)
KPMG LLP

Kyndryl, Inc.

Optiv Security Inc.

Public Consulting Group, LLC

Science Applications International Corp
Slalom, Inc.

World Wide Technology, LLC

CATEGORY O. CLOUD SECURITY SERVICES

Cloud security services are a combination of technologies, policies, and practices designed to protect
cloud-based data, applications, and infrastructure from cyber threats while ensuring compliance and
operational continuity.

Vendor

22nd Century Technologies, Inc.

Accenture LLP

Assura, Inc.

CGlI Technologies and Solutions Inc.

Cogent Infotech Corporation

CSRA State & Local Solutions, LLC
| Eight Eleven Group LLC

EnhanclIT LLC (Pending)

KPMG LLP

Linea Solutions, Inc.

Optiv Security Inc.

Planet Technologies, Inc.

Science Applications International

Slalom, Inc.

Soteria LLC

World Wide Technology, LLC
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CATEGORY P. THIRD-PARTY RISK MANAGEMENT SERVICES

Third-party risk management services help organizations identify, assess, and mitigate risks
associated with outsourcing to external vendors, ensuring operational resilience, regulatory
compliance, and cybersecurity.

Vendor

22nd Century Technologies, Inc.
Assura, Inc.

Cogent Infotech Corporation

CSRA State & Local Solutions, LLC
Kroll Associates, Inc.

Linea Solutions, Inc.

Moda Experts (Ugaadhi Group, Inc. dba) (Pending)
NTT Data Americas, Inc.

Optiv Security Inc.

Science Applications International Corp
Stellar IT Solutions

CATEGORY Q. MOBILE SECURITY SERVICES

Mobile security services provide dependable solutions dedicated to ensuring the safety of people,
property, and digital devices. By integrating mobile patrols, virtual monitoring, and advanced
cybersecurity tools, these services deliver comprehensive protection that is both practical and easy to
implement. Their adaptable approach means they can address a variety of security needs, offering
peace of mind whether safeguarding a physical location or protecting sensitive data online.

Vendor

Assura, Inc.

CGI Technologies and Solutions Inc.
Cogent Infotech Corporation

CSRA State & Local Solutions, LLC
Linea Solutions, Inc.

Science Applications International Corp

CATEGORY R. CRITICAL INFRASTRUCTURE AND OPERATIONAL TECHNOLOGY
(OT) SECURITY SERVICES

Critical infrastructure and operational technology (OT) security services refer to specialized
cybersecurity measures and practices designed to protect the systems, networks, and processes that
are essential to the functioning of the hardware and software used to monitor and control physical
processes, such as valves, pumps, drives, sensors, machines, and industrial control systems (ICS).

Vendor

22nd Century Technologies, Inc.
Accenture LLP

Cogent Infotech Corporation
CSRA State & Local Solutions, LLC
Kroll Associates, Inc.

Kyndryl, Inc.
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Optiv Security Inc.
Presidio Networked Solutions Inc.

CATEGORY S. ENDPOINT SECURITY SERVICES

Endpoint security services focus on protecting devices that connect to a network—such as
workstations, servers, and mobile devices. The main objective is to safeguard these endpoints from
threats like malware, ransomware, and unauthorized access. Since endpoints often serve as entry
points for cyberattacks, securing them is essential for preserving the overall integrity of the network.

Vendor

22nd Century Technologies, Inc.
Accenture LLP

Assura, Inc.

CGI Technologies and Solutions, Inc.
Cogent Infotech Corporation

CSRA State & Local Solutions LLC
KPMG LLP

Mission Critical Partners LLC

Moda Experts (Ugaadhi Group, Inc. dba) (Pending)
Robert Ferrilli LLC

Science Applications International Corp
World Wide Technology LLC
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8010B CYBERSECURITY PROFESSIONAL SERVICES
VENDOR CONTACT INFORMATION

22nd Century Technologies, Inc.

Isha Sharma
Contracts Manager
Response@tscti.com
(888) 998-7284
(703) 349-3485

Accenture LLP

Natalie Batten

Managing Director
natalie.batten@accenture.com
(919) 247-5228

Arthur J Gallagher (Pending)

Johnty Mongan

Global Head of Cyber Risk Management

Johnty_Mongan@ajg.com

Assura, Inc.

Karen L. Cole

Chief Executive Officer
Karen.cole@assurainc.com
(804) 767-4521

Berry Dunn McNeil & Parker LLC

Matthew Bria
Principalrfps@berrydunn.com
MBria@berrydunn.com

(207) 541-2200
(207)842-8095

Buzzclan LLC

Meetali Kalia

Account Manager
meetali.kalia@buzzclan.com
(469) 581 0233

CAS Severn, Inc.

Mark Belluz

Managing Director
mbelluz@cassevern.com
(914) 263-5865

CGlI Technologies and Solutions
Inc.

Venkatesh Kulkarni Neal Davis
VP, Consulting Services
venkatesh.kulkarni@cgi.com
(516) 852-3196

Cloud9 Security Services, Inc.

Omer Malik
President
Omer@c9sec.com
(703) 867-6637

10

Cogent Infotech Corporation

Manu Mehta

President
manu.mehta@cogentinfo.com
(412) 246-0708

1

CSRA State & Local Solutions, LLC

Joshua Verville

Director of Business Development
Joshua.verville@gdit.com

T: (318) 833-4218

M: (360) 561-8905
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12

Cyber Alliance Consortium, LLC
(Pending)

Katie Shipley,

Director of Intl Strategy & Operations
katie@cyber-alliance.com,

(301) 704-4582

13

Eight Eleven Group LLC

Sydney Scott

Government Services Vertical Manager
sydneyscott@brooksource.com
724-263-0884

14

EnhanclIT LLC (Pending)

Edward Mahadeo
President
emahadeo@enhancit.com
(917) 439-8491

15

Bulletproof IT Security Services, a
division of GLI Capital Group Inc.

Gus Fritschie

Senior Vice President
G.Fritschie@glisecure.com
(202) 903-5955

16

Kimble and Associates, LLC DBA
KUMA, LLC (Pending)

Jenn Johnson

Partner/EVP Privacy & Security
Jenn.Johnson@kuma.pro
(800) 993-7027 x703

17

KPMG LLP

Rahul Konhli

Principal
rahulkohli@kpmg.com
(781) 812-9426

18

Kroll Associates, Inc.

Brian Murphy

Associate Managing Director
brian.murphy@kroll.com
(703) 712-3914

19

Kyndryl, Inc.

Ross Borrell

Customer Partner
ross.borrell@kyndryl.com
(415) 859-1396

20

Linea Solutions, Inc.

Peter Dewar

President
pdewar@lineasecure.com
(703) 850-4100

21

Mission Critical Partners, LLC

John L. Spearly

Director of Contract Administration
Contracts@MissionCiriticalPartners.com
(888) 862-7911

22

Moda Experts dba Ugaadhi Group,
Inc. (Pending)

Phani Yenugu

Founder CEO
pyenugu@modaexperts,com
govcon@modaexperm.com
(513) 515-0777
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23

NTT Data Americas, Inc.

Jennifer Seymour

Contracts Negotiation Admin Specialist
jennifer.seymour@nttdata.com

(480) 481-5946

24

NuHarbor Security Inc.

Anthony Coccaro

Account General Manager
acoccaro@nuharbor.com
(802) 203-6810

25

Optiv Security Inc.

Mike Casentini

Sr. Client Manager
Mike.casentini@optiv.com
(916) 261-1990

26

OTM Cyber Corporation

Todd Pearce

Sales Specialist
tpearce@otmcyber.com
(256) 581-5868

27

Planet Technologies, Inc.

Jim Miller
Director of Operations

jmiller@go-planet.com
(301) 491-3426

28

Presidio Networked Solutions Inc.

Mike Wozniak

Contracts Manager
(407) 374-2576
mwozniak@presidio.com

29

Public Consulting Group, LLC

Nicolle Suvada

Vice President
services@pcgus.com
(904) 515-5946

30

Reef Systems Corporation

Myriam Batista

Chief Information and Compliance Officer
Mbtista@reef-sys.com

(919) 951-7682

31

Richard S Carson & Associates,
Inc.

Diane Reilly President
reillydc@carsoninc.com
(301) 841-0094

32

Robert Ferrilli LLC

Ashleigh Mayer

Regional Account Manager
amayer@ferrilli.com

(610) 340-3172

33

RSI Systems, Inc. d/b/a RSI
Security (Pending)

John Shin

Managing Director
bids@rsisecurity.com
(858) 999-3030

34

Science Applications International
Corp

Melissa S. Greene
Contracts Senior Principal
melissa.s.greene@saic.com
(443) 319-3721
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35

Second Renaissance Inc.

Daniel Barber

President
dan.barber@Z2reninc.com
(910) 900-5502

36

Sentinel Technologies Inc.

Kevin Cooper

Public Sector Account Manager
kcooper@sentinel.com

(630) 786-8294

37

Slalom, Inc.

Jim Burroughs

Managing Director
jim.burroughs@slalom.com
(206) 438-5700

38

Soteria LLC

Kathleen Shealy

Head of Service Delivery
salesops@soteria.io
(843) 501-0313

39

SteelToad Consulting LLC

Mr. William Bean

Account Representative
William.Bean@SteelToad.com
(301) 507-8183

40

Stellar IT Solutions

Jonathan Mui

Proposal Manager
jonathanm@stellarit.com
(240) 899-7449

41

Stern Security Inc.

Jon Sternstein CEO
contracts@sternsecurity.com
jon@sternsecurity.com

(919) 886-7685

42

Tego Data Systems, LLC

John DeMasi

VP of Sales
jdemasi@tegodata.com
919.792.1741

43

World Wide Technology, LLC

Carol Harting

Business Development Manager
carol.harting@wwt.com

(919) 757-6403

08-17-2026

HISTORY

Posted web summary.

(Pending) Awaiting vendor contact or vendor registration.
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